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QUESTION 1

Your company\\'s corporate security policy is very strict. No username or password information may be passed over the
Internet without using the strongest encryption available. Your company does not yet have a certificate infrastructure in
place. Which of these methods would be the best choice for VPN authentication to ensure that you are within your
company\\'s corporate security policy requirements? 

A. MS-CHAP v2 

B. PAP 

C. CHAP 

D. SPAP 

Correct Answer: A 

 

QUESTION 2

Jennifer, the network administrator at a chain of bakery stores called The Cheesecake Factory, recently upgraded the
corporate office of a single segmented network to one that supports four separate virtual networks, or Virtual Local Area
Network segments (VLANS). Jennifer is very conscious of production change and thus contacted the systems group in
order to make sure all the technical aspects of the project were met. Jennifer wanted to make sure that when all the
client workstations were on the new network segments, they were still able to gain IP connectivity to the rest of the
network as they had before. The Cheesecake Factory has been running a Windows Server Active Directory domain at
the Windows 2000 mixed functional level for over two months. Jennifer created four network segments and labeled
them VLAN1, VLAN2, VLAN3, and VLAN4.VLAN1 was the original network and hosts the original DHCP server, called
SERVER1. Its network address did not change. The systems team decided to put DHCP Relay Agents on VLAN2 and
VLAN3, configured to relay DHCP messages to the original DHCP server on VLAN1. Due to a reluctance to permit more
DHCP broadcast traffic than the router could handle, Jennifer suggested to her systems team that VLAN4 should host
its own DHCP server. The systems group installed another DHCP server on VLAN4, set up the appropriate DHCP
scopes on that server and set up the additional DHCP scopes for VLAN2 and VLAN3 on SERVER1.After the work was
completed, all clients on all VLANs seemed to be working fine for about two weeks, until Jennifer got a call from the
Help Desk stating that the users in the warehouse cannot boot up from their diskless workstations, where they run
monthly accounting statistics, but can connect from all other workstations. Jennifer looks at her network diagram and
determines that the warehouse is located on VLAN4. She also checks with users in the accounting department on
VLAN1 to see if they can connect using their diskless workstations. They tell Jennifer that they can and have had no
problems. What did the systems team most likely forget to do? 

A. Install a DHCP Relay Agent on VLAN4. 

B. Configure a BOOTP table on the new DHCP server on VLAN4. 

C. Replace the router with an RFC 2131 compliant router. 

D. Cold boot all the diskless workstations. 

Correct Answer: B 

 

QUESTION 3
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All the servers on the network run Windows Server server and all the client computers run Windows XP. 

The network contains three domain controllers named ABC-DC1, ABC-DC2 and ABC-DC3. The System State Data of
each domain controller is backed up on a nightly basis. 

Recently an organizational unit (OU) has been mistakenly deleted from the AD. 

What is the quickest way to restore the deleted OU? 

A. Reboot the domain controller in Safe Mode then use Windows Backup. 

B. Reboot the domain controller in Directory Services Restore Mode then perform an authoritative restore of the subtree
where the OU was deleted using the Ntdsutil utility. 

C. Reboot the domain controller in Directory Services Restore Mode then perform a non-authoritative restore of the
subtree where the OU was deleted using the Ntdsutil utility. 

D. Reboot the domain controller using the Last Known Good Configuration. 

E. Use Active Directory Sites and Services to force replication from another domain controller. 

Correct Answer: B 

 

QUESTION 4

You work in the shipping and receiving warehouse for a small OEM computer supply company called The T-Group. It is
your job as a desktop engineer to make sure that all clients are able to log on and authenticate to the corporate office
from their NT 4.0 workstations. Currently, your client base of five workstations point to a WINS server at the corporate
office to resolve logon and to authenticate to the correct domain controller. You get word that the systems engineering
team is converting the functional level of the current Windows Server interim mode Active Directory domain over the
weekend. They are raising the domain level to Windows Server native mode. You call the manager of this group and
inquire about any changes you may need to make, so that your warehouse clients can still authenticate on Monday.
Robert said that nothing would affect logon authentication, and in fact logon should be a lot quicker because he was
removing some legacy protocols and services. Nervous about what he meant by this, as he is notorious for abrupt
change without the correct research, you sit back and wait. Contrary to what was told to you, on Monday morning none
of your NT 4.0 clients could log on. Knowing a little about network resolution, and more about Robert, you have a hunch
and try to log on to using your Windows 2000 laptop machine that you built for emergencies. As you suspected, you are
able to log on without a problem. You call Robert and ask him if he uninstalled the WINS server because he had heard
that Windows Server no longer required NetBIOS. Robert replied, Yes. What can you do to quickly get your
workstations logging onto the network again? 

A. Distribute an LMHOSTS file using the #PRE and #DOM tags with the name and IP address of the new PDC Emulator
and have everybody reboot. 

B. Edit the default LMHOSTS file on everybody\\'s workstation and use the #PRE and #DOM tags with the name and IP
address of the new PDC Emulator. 

C. Install WINS on one of the NT 4.0 workstations and have all your clients point to it. 

D. Install a WINS proxy agent on one of your NT 4.0 workstations and have everybody point to it. 

Correct Answer: A 
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QUESTION 5

The ABC.com network consists of a single Active Directory domain named ABC.com. All client computers on the
ABC.com network run Windows XP Professional. 

You use your client computer named ABC-WS294. You want to use Microsoft Baseline Security Analyzer (MBSA) on
ABC-WS294 to analyze network servers for security vulnerabilities. 

Which of the following services are the minimum required to be running on the network servers for you to scan them
with MBSA? (Choose all that apply.) 

A. Remote Registry. 

B. Workstation service. 

C. Server service. 

D. Print Spooler service. 

Correct Answer: AC 
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