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QUESTION 1

An ePO administrator needs to add exclusions for a folder. The folder has been created in several locations, including
C:\Program Files\Custom\Acme or C:\Program Files\Acme, but the folder could be located in other subfolders in the
Program Files folder. 

Which of the following is the correct way to write an exclusion for the Acme folder? 

A. \Program Files\?\Acme 

B. \Program Files\**\Acme 

C. \Program Files\*\Acme 

D. \Program Files\??\Acme 

Correct Answer: C 

 

QUESTION 2

While tuning the firewall policy, the ePO administrator notices unauthorized traffic is being initiated by a file transfer
utility application. If this is a recently approved application, in which of the following locations should this be configured
to allow FTP traffic only with this application? 

A. Add a new rule within the Access Protection policy to block port 21 and exclude the executable for the software. 

B. Put a new rule in the Exploit Prevention policy to include the executable for the software for additional protection. 

C. Exclude the process associated with the software within the On Access Scan policy\\'s Low-Risk Processes section. 

D. Create an allow rule within the Rules policy for inbound/outbound on port 21 and the executable for the software. 

Correct Answer: A 

 

QUESTION 3

The ENS administrator wants to monitor remotely the modification of files, but BigFix.exe is generating many false
positives. Which of the following should the ENS administrator do? 

A. Exclude the file under Threat Prevention / Access Protection / Remotely creating or modifying Files or Folders. 

B. Add the file as a High Risk Process under Threat Prevention / On Access Scan / Process settings. 

C. Exclude the file under Common Options / Self Protection. 

D. Add the file under Threat Prevention / Options/ Exclusions by detection name. 

Correct Answer: C 
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QUESTION 4

In which of the following locations are the installation log files stored by default on a Windows machine? 

A. %TEMP%\McAfeeLogs 

B. %PROGRAMDATA%\McAfee\Logs 

C. %USERDATA%\McAfeeLogFiles 

D. %PROGRAMFILES%\CommonFiles\McAfeeLogs 

Correct Answer: C 

 

QUESTION 5

By using which of the following techniques does Real Protect scanner inspect suspicious files and activities on an
endpoint to detect malicious patterns? 

A. Machine learning 

B. Intrusion prevention 

C. Sandboxing 

D. Static code analysis 

Correct Answer: B 
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