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QUESTION 1

A user goes to four different websites, each with a different rating. One of the four sites is blocked and unable to be
accessed. Using default configuration to determine the rating, which of the following ratings does this site have?

A. Gray
B. Red
C. Yellow
D. Green

Correct Answer: A

QUESTION 2

An administrator wants to add executables that are monitored with the Exploit Prevention engine. To which of the
following policy sections should the executables be added?

A. Generic privilege escalation prevention
B. Exclusions

C. Signatures

D. Application protection rules

Correct Answer: A

QUESTION 3

For which of the following reasons does ENS 10 store two previous versions of AMCore content?
A. To allow for content rollback if it is needed

B. To allow for comparison of detections between content versions

C. To allow for backup when an Extra.DAT is deployed

D. To allow for choice of which content to scan a file against

Correct Answer: C

QUESTION 4
A hospital in another county just received a new variant of ransom ware that infected 70% of its systems. After learning

the characteristics of this ransom ware, the security team wants to implement a protection policy to stop certain files
from being modified and new registry keys from being created that are relevant to the ransom ware. Which of the
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following policies meets this requirement?
A. Exploit prevention policy

B. Block and allow list policy

C. Access protection policy

D. Firewall rules policy

Correct Answer: C

QUESTION 5

Dynamic Application Containment uses which of the following attributes of an executable to provide advanced
protection?

A. File behavior
B. File name

C. File size

D. File source

Correct Answer: C
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