B VCE & PDF https://lwww.geekcert.com/ms-102.html
' 2024 Latest geekcert MS-102 PDF and VCE dumps Download
: GeekCert.com

MS-1029%As

Microsoft 365 Certified: Enterprise Administrator Expert

Pass Microsoft MS-102 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://lwww.geekcert.com/ms-102.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Microsoft
Official Exam Center

After Purchase

Guarantee

Free Update SKTISFACTION GUARANTEEp
Satisfied Customers

Q00O

MS-102 Practice Test | MS-102 Study Guide | MS-102 Exam Questions 1/7


https://www.geekcert.com/ms-102.html
https://www.geekcert.com/ms-102.html
https://www.geekcert.com/ms-102.html

VCE & PDF https://lwww.geekcert.com/ms-102.html
2024 Latest geekcert MS-102 PDF and VCE dumps Download

GeekCert.com

QUESTION 1

You have a Microsoft 365 E5 subscription that contains a user named User1.

You need to enable Userl to create Compliance Manager assessments.

Solution: From the Microsoft 365 admin center, you assign Userl the Compliance data admin role.
Does this meet the goal?

A. Yes

B. No

Correct Answer: B

Reference:

https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft- 365/security/office-365-security/permissions-
in-the-security-and-compliance-center.md

QUESTION 2

You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

MName Platform
Dayiced MacO5s
Device? Windows 10 Pro
Deviced Windows 10 Enterprise
Deviced Ubuntu 1804 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?
A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Devicel, Device2, Devices and Device4

Correct Answer: C

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack- surface-
reduction?view=0365-worldwide#requirements

QUESTION 3
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DRAG DROP
You have a Microsoft 365 subscription.

You have the devices shown in the following table.

Name | TPM version | Operating system | BIOS/UEFI MWWW}'
Device! | TPM 12 Windows 10 Pro | BIOS Enabled |
Device2 | TPM 2 Windows 10 Home | BIOS Not applicable

Device3 | TPM 2 Windows 8.1 Pro | UEF) Enabbed

You plan to join the devices to Azure Active Directory (Azure AD)

What should you do on each device to support Azure AU join? To answer, drag the appropriate actions to the collect
devices, Each action may be used once, more than once, of not at all. You may need to drag the split bar between
panes or

scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:

Actions Answer Arca
Disabie BitLocker. Devicet: A
Desabée TP, {Ij
= — Device2 Action
[ Switch to UER
. Deviced: Action
Upgrage to Windows 10 Enterprise, |
Correct Answer:
Actions Answer Area
Device?: [ Disable BitLocker. ]

Disabie TPM. {'j | , — I

3 ! DeviceZ: | Switch to UFFL.

bl L onid |

Deviced: | Upgrace to Windows 10 Enterprise. ]
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QUESTION 4

HOTSPOT

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2.
The devices are not enrollment in Microsoft Intune.

In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.

Device limit restrictions

Priarity Mame Device limit Assigned

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM). For each of the following
statement, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Hot Area:

Statements Yes No

User] can ensoll ondy five devices in inune
User! can oin onldy five geyvices (0 Arure A

LEerd can eneell sl the desaces in Indune

Correct Answer:
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Statements Yes Mo
Usert can e ity T devices in Intuny
ol APy Hy e OeEyVioes [0 Arure A
Serd can eneel sl e desaces in Indune

QUESTION 5
You have a Microsoft 365 E3 subscription that uses Microsoft Defender for Endpoint Plan 1.

Which two Defender for Endpoint features are available to the subscription? Each correct answer presents part of the
solution.

NOTE: Each correct selection is worth one point.

A. advanced hunting

B. security reports

C. digital certificate assessment

D. device discovery

E. attack surface reduction (ASR)

Correct Answer: BE

B: Overview of Microsoft Defender for Endpoint Plan 1, Reporting The Microsoft 365 Defender portal
(https://security.microsoft.com) provides easy access to information about detected threats and actions to address those
threats.

The Home page includes cards to show at a glance which users or devices are at risk, how many threats were detected,
and what alerts/incidents were created. The Incidents and alerts section lists any incidents that were created as a result
of

triggered alerts. Alerts and incidents are generated as threats are detected across devices. The Action center lists
remediation actions that were taken. For example, if a file is sent to quarantine, or a URL is blocked, each action is
listed in the

Action center on the History tab.

The Reports section includes reports that show threats detected and their status.

E: What can you expect from Microsoft Defender for Endpoint P1?

Microsoft Defender for Endpoint P1 is focused on prevention/EPP including:
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Next-generation antimalware that is cloud-based with built-in Al that helps to stop ransomware, known and unknown
malware, and other threats in their tracks. (E) Attack surface reduction capabilities that harden the device, prevent zero
days,

and offer granular control over access and behaviors on the endpoint. Device based conditional access that offers an
additional layer of data protection and breach prevention and enables a Zero Trust approach.

The below table offers a comparison of capabilities are offered in Plan 1 versus Plan 2.

o
—
o
M

Capabilities

Unified security tools and centralized management
Next-generation antimalware

Attack surface reduction rules

Device control (e.g.: USB)

Endpoint firewall

Network protection

Web control / category-based URL backing
Device-based conditional access

Controlled folder access

APIs, SIEM connector, custom TI

LU R T SR T S R R L R

Application control

Endpoint detection and response
Automated investigation and remediation
Threat and vulnerability management
Threat intelligence (Threat Analytics)

Sandbox (deep analysis)

o | & [ | S Fl e ] & |6 % | | & |6 | & %

Microsoft Threat Experts**

““Includes Targeted Attack Notifications (TAN) and Experts On Demand (EOD)
Customers must apply for TAN. EOD is available for purchase as an add-on

Incorrect:

Not A: P2 is by far the best fit for enterprises that need an EDR solution including automated investigation and
remediation tools, advanced threat prevention and threat and vulnerability management (TVM), and hunting
capabilities.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/defender- endpoint-plan-1
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https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/microsoft- defender-for-endpoint-plan-1-now-
included-in-m365-e3/ba-p/3060639
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