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QUESTION 1

You have a Microsoft Exchange Server 2019 organization.

You plan to enable journaling for external email messages only.

You need to ensure that journal reports are delivered if the journal mailbox is offline.
What should you do?

A. Create a new journal rule.

B. Run Set-TransportService and extend MessageExpirationTimeout.

C. Edit the journal rule to include all messages.

D. Specify an alternative journaling mailbox.

Correct Answer: D

References: https://docs.microsoft.com/en-us/exchange/security-and-compliance/journaling/configure-journaling

QUESTION 2

You have a Microsoft Exchange Server 2019 organization that contains 1,000 users and three Mailbox servers.
You discover an increase in spam.

You need to use an anti-spam real-time block list.

What should you do first?

A. Configure the junk email settings for the mailboxes.

B. Run the Install-AntispamAgent.ps1 PowerShell script.

C. Deploy a data loss prevention (DLP) policy.

D. Deploy an Edge Transport server.

Correct Answer: B

References: https://docs.microsoft.com/en-us/exchange/antispam-and-antimalware/antispam-protection/antispam-on-
mailbox-servers?view=exchserver-2019

QUESTION 3
Overview

General Overview
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Contoso, Ltd. is a national freight company in the United States. The company has 15,000 employees.
PhysicalLocations

Contoso has a main office in Houston and 10 branch offices that each contains 1,000 employees.
ExistingEnvironment

Active Directory and Microsoft Exchange Server Environments The network contains an Active Directory forest named
contoso.com. The forest contains one root domain named contoso.com and 10 child domains. All domain controllers
run

Windows Server 2019.

The forest has Active Directory Certificate Services (AD CS) and Active Directory Federation Services (AD FS)
deployed.

You have a hybrid deployment of Exchange Server 2019 and Microsoft Office 365.
There are 2,000 user mailboxes in Exchange Online.

Each office contains two domain controllers and two Mailbox servers. the main office also contains an Edge transport
server.

The organization contains 100 public folders. The folders contain 80 GB of content. All email messages sent to
contoso.com are delivered to Exchange Online. All messages sent to onpremises mailboxes are routed through the
Edge

Transport server. Advanced Threat Protection (ATP) is enabled and configured for the Office 365 tenant.

NetworklInfrastructure

Each office connects directly to the Internet by using a local connection. The offices connect to each other by using a
WAN link.

Requirements

Planned Changes

Contoso plans to implement the following changes:
1.

or all new users in the on-premises organization, provide an email address that uses the value of the Last Name
attribute and the first two letters of the First Name attribute as a prefix.

2.

ecommission the public folders and replace the folders with a Microsoft 265 solution that maintains web access to the
content.

Technical Requirements
Contoso identifies the following technical requirements:

1.
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All email messages sent from a SMTP domain named adatum.com must never be identified as spam.
2.

Any solution to replace the public folders must include the ability to collaborate with shared calendars.
Security Requirements

Contoso identifies the following security requirements:

1.

The principle of least privilege must be applied to all users and permissions.

2.

All email messages sent from an SMTP domain named com to contoso.com must be encrypted.

3.

All users must be protected from accessing unsecure websites when they click on URLs embedded in email messages.
4,

If a user attempts to send an email message to a distribution group that contains more than 15 members by using
Outlook, the user must receive a warning before sending the message.

Problemstatements Recently, a user named HelpdeskUserl erroneously created several mailboxes. Helpdeskluserl is
a member of the Recipient Management management role group. Users who have a mailbox in office 365 report that it
takes a long time for email messages containing attachments to be delivered.

Exhibit
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PS C:\WINDOWS\system32> get-inboundconnector | fl

Runspaceld
Enabled
ConnectorType

ConnectorSource

2692441d-0OeBa-42ef-83£3-9bf0bbd6b2ab

True
Partner
Default

Comment
SenderIPAddresses

SenderDomains

{87.112.113.0/25)
{smtp:*.contoso.com:1}
AssociatedAcceptedDomains o {}

RequireTls : True
RestrictDomainsToIPAddresses : ~True
RestrictDomainsToCertificate : False
CloudServicemailEnabled ! False
TreatMessagesAsInternal : False
TlsSenderCertificateName
DetectSenderIPBySkippinglastIP : False
DetectSenderIPBySkippingTheseIPs : {}
DetectSenderIPRecipientList : {})
AdminDisplayName

ExchangeVersion

* fabrikam.com

0.1 (8.0.535.0)

Name : Contoso Inbound Secure Connector

You need to recommend a solution for the public folders that supports the planned changes and meets the technical
requirements. What should you recommend?

A. Microsoft SharePoint site mailboxes
B. Office 365 groups

C. Resource mailboxes

D. Public folder replicas

Correct Answer: B

References: https://docs.microsoft.com/en-us/exchange/collaboration/public-folders/migrate-to-
office-365-groups?view=exchserver-2019

QUESTION 4
You have a Microsoft 365 subscription that uses a default domain named contoso.com.

Users report that email messages from a domain named fabrikam.com are identified as spam even through the
messages are legitimate.
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You need to prevent messages from fabrikam.com from being identified as spam.

What should you do?

A. Modify the IP Allow list of a connection filter policy.

B. Edit the default mail flow rule to bypass the spam filter.

C. Create a new remote domain.

D. Create a new malware filter policy.

Correct Answer: A

QUESTION 5

HOTSPOT

Your company has a Microsoft Exchange Server 2019 hybrid deployment. The company has four departments that have

the mailboxes shown in the following table.

Department Number of mailbﬂﬁs Location
Finance 300 Yy On-premises
Manufacturing 1.000 _ c* Exchange Online
Sales 5.000 8 On-premises
Marketing 2000 ¢ Exchange Online

The mailboxes are configured as shown in the following table.

Department Archive Py Single item recovery
Finance Enabled aF Enabled
Manufacturing Dieabled ﬁ Dicabled
Sales Disabled & Disabled
Marketing Enabled’ Enabled

You have two administrators named Adminl and Admin2 that are assigned the permissions shown in the following

table.
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Administrator Management Organization Management
role group &8 role

Adminl Chrganization Em:ha:@ None
Management. Qn&“
Discovery i\r@'pfemises
Management &iﬁ

Admin? Organization o &\%@ Exchange Mailbox Import
Limagew DOinline, Export
Discovefy on-premises
Management

For each of the following statement, select yes if the statement is true. otherwise, select No. NOTE: Each correct

selection is worth one point.

Hot Area:

Statements

Admin1 can search for email messages in every mailbox in t
by running the New-ComplianceSearch cmdlet.

Admin2 can perform a search for a specific ke
manufacturing department by running the se

> )

Admin1 can delete email message from every mailbox of the marketing

department by running the search-Mailbox cmdlel

Correct Answer:

Statements

Admin1 can search for email messages in every mailbox in t
by running the New-ComplianceSearch cmdlet.

Admin2 can perform a search for a specific ke
manufacturing department by running the se

&

Admin1 can delete email message from every mailbox of the marketing

-mailbox cmdlet.

Yes
Q“\q‘ﬂn ization O
9
N
every mailbox of the O

Yes
mﬂl"l ization O
A
P
every mailbox of the O

department by running the search-Mailbox cmdlel

-mailbox cmdliet.

O

References: https://docs.microsoft.com/en-us/exchange/discovery-management-exchange-2013-help

https://docs.microsoft.com/en-us/powershell/module/exchange/mailboxes/searchmailbox?view=exchange-ps
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