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QUESTION 1

You have an Azure Sentinel workspace. 

You need to manage incidents based on alerts generated by Microsoft Cloud App Security. 

What should you do first? 

A. From the Microsoft Defender for Cloud Apps portal, configure security extensions. 

B. From the Microsoft Defender for Cloud Apps portal, configure app connectors. 

C. From the Microsoft Defender for Cloud Apps portal, configure log collectors. 

D. From the Microsoft 365 Compliance admin center, add and configure a data connector. 

Correct Answer: A 

Integrating with Microsoft Sentinel: 

In the Defender for Cloud Apps portal, under the Settings cog, select Security extensions. 

https://learn.microsoft.com/en-us/defender-cloud-apps/siem-sentinel 

 

QUESTION 2

SIMULATION 

You need to ensure that all users must change their password every 100 days. 

To complete this task, sign in to the Microsoft 365 portal. 

Correct Answer: See explanation below. 

You need to configure the Password Expiration Policy. 

1. 

Sign in to the Microsoft 365 Admin Center. 

2. 

In the left navigation pane, expand the Settings section then select the Settings option. 

3. 

Click on Security and Privacy. 

4. 

Select the Password Expiration Policy. 

5. 
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Ensure that the checkbox labelled Set user passwords to expire after a number of days is ticked. 

6. 

Enter 100 in the Days before passwords expire field. 

7. 

Click Save changes to save the changes. 

 

QUESTION 3

You create a label that encrypts email data. Users report that they cannot use the label in Outlook on the web to protect
the email messages they send. 

You need to ensure that the users can use the new label to protect their email. 

What should you do? 

A. Modify the priority order of label policies 

B. Wait six hours and ask the users to try again 

C. Create a label policy 

D. Create a new sensitive information type 

Correct Answer: C 

Admin has to publish labels by creating label policy. 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels#what-label-policies-can-do 

 

QUESTION 4

You have a Microsoft 365 subscription. 

You create an Advanced Threat Protection (ATP) safe attachments policy. 

You need to configure the retention duration for the attachments in quarantine. 

Which type of threat management policy should you create? 

A. ATP anti-phishing 

B. DKIM 

C. Anti-spam 

D. Anti-malware 

Correct Answer: C 
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"The default value is 15 days in the default anti-spam policy and in new anti-spam policies that you create in
PowerShell. The default value is 30 days in new anti-spam policies that you create in the Microsoft 365 Defender
portal.A valid value is from 1 to 30 days." 

References: https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-spam-policies-
configure?view=o365-worldwide 

 

QUESTION 5

You have a Microsoft SharePoint Online site named Site1 that contains the files shown in the following table. 

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP rules shown in the following
table. 

You apply DLP1 to Site1. 

Which policy tips will appear for File2? 

A. Tip2 only 

B. Tip3 only 

C. Tip1 only 

D. Tip1 and Tip2 only 

Correct Answer: D 

Rule1 will add Tip1, and Rule2 will add Tip2. Rule3 will not be applied as processing stops with Rule2. 

Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A
lower integer value indicates a higher priority, the value 0 is the highest priority, and policies can\\'t have the same
priority 

value. 

Reference: 
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https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-policy-reference 
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