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QUESTION 1

SIMULATION 

You need to ensure that all users must change their password every 100 days. 

To complete this task, sign in to the Microsoft 365 portal. 

Correct Answer: See explanation below. 

You need to configure the Password Expiration Policy. 

1. 

Sign in to the Microsoft 365 Admin Center. 

2. 

In the left navigation pane, expand the Settings section then select the Settings option. 

3. 

Click on Security and Privacy. 

4. 

Select the Password Expiration Policy. 

5. 

Ensure that the checkbox labelled Set user passwords to expire after a number of days is ticked. 

6. 

Enter 100 in the Days before passwords expire field. 

7. 

Click Save changes to save the changes. 

 

QUESTION 2

Your company has a Microsoft 365 subscription. 

The company does not permit users to enroll personal devices in mobile device management (MOM). Users in the sales
department have personal iOS devices. You need to ensure that the sales department users can use the Microsoft 

Power Bl app from iOS devices to access the Power Bl data in your tenant. The users must be prevented from backing
up the app\\'s data to iCIoud. 

What should you create? 

A. a device compliance policy in Microsoft Endpoint Manager 
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B. a conditional access policy in Microsoft Azure Active Directory (Azure AD) that has a device state condition 

C. a conditional access policy in Microsoft Azure Active Directory (Azure AD) that has a client apps condition 

D. an app protection policy in Microsoft Endpoint Manager 

Correct Answer: D 

 

QUESTION 3

HOTSPOT 

Which policies apply to which devices? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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QUESTION 4

You have a Microsoft 365 Enterprise E5 subscription. 

You use Microsoft Defender for Endpoint. 

You plan to use Microsoft 365 Attack simulator. 

What is a prerequisite for running Attack simulator? 

A. Enable multi-factor authentication (MFA). 

B. Configure Microsoft Defender for Office 365. 

C. Create a Conditional Access App Control policy for accessing Microsoft 365. 

D. Integrate Microsoft 365 Threat Intelligence and Microsoft Defender for Endpoint. 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/office365/securitycompliance/attack-simulator 

 

QUESTION 5

You have a Microsoft 365 E5 subscription that contains 100 users. Each user has a computer that runs Windows 10 and
either an Android mobile device or an iOS mobile device. All the devices are registered with Azure Active Directory
(Azure AD). 

You enable passwordless authentication for all the users. 

You need to ensure that the users can sign in to the subscription by using passwordless authentication. 
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What should you instruct the users to do on their mobile device first? 

A. Install a device certificate. 

B. Install a user certificate. 

C. Install the Microsoft Authenticator app. 

D. Register for self-service password reset (SSPR). 

Correct Answer: C 

The Authenticator App turns any iOS or Android phone into a strong, passwordless credential. 

Note: Microsoft Authenticator App 

You can allow your employee\\'s phone to become a passwordless authentication method. You may already be using
the Microsoft Authenticator App as a convenient multi-factor authentication option in addition to a password. You can
also 

use the Authenticator App as a passwordless option. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-authentication-passwordless 
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