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QUESTION 1

A network administrator needs to be able to burst datacenter capacity during peak times, but does not want to pay for
on-premises hardware that is not used during off-peak times. Which of the following would aid in this scenario? 

A. Public cloud 

B. SaaS 

C. PaaS 

D. Hybrid cloud 

Correct Answer: C 

 

QUESTION 2

A network administrator is responding to a help desk ticket, which states an unknown wireless access point is
broadcasting in a specific area. Upon investigation, the administrator finds that a user brought a wireless access point
from home and plugged it into the corporate network. This resulted in an attacker using the unsecured wireless LAN to
gain access to the network. Which of the following should the network administrator have done to BEST prevent this
problem? 

A. Changed the default credentials on the network switches 

B. Installed a Layer 7 firewall 

C. Implemented port security 

D. Disabled unnecessary services on the network switches 

Correct Answer: C 

 

 

QUESTION 3

Which of the following is created on a 48-port switch with five active VLANs? 

A. 48 networks, five segments 

B. 48 collision domains, five broadcast domains 

C. 240 private networks 

D. 240 usable IP addresses 

Correct Answer: B 
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QUESTION 4

Which of the following attacks uses publicly accessible DNS servers to maximize the payload that is sent to a victim\\'s
network? 

A. PDoS 

B. Amplified DDoS 

C. Brute force 

D. DNS poisoning 

Correct Answer: B 

 

QUESTION 5

A network technician has just implemented a new wireless network that requires clients to use a WEP key for access.
The technician is now required to make changes to ensure the network uses the strongest encryption available. After
the changes are implemented, several users report being unable to connect. Which of the following is the MOST likely
cause? 

A. RADIUS server failure 

B. Security type mismatch 

C. Wrong passphrase 

D. Incorrect SSID 

Correct Answer: B 
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