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QUESTION 1

Which of the following records is the main type in a reverse DNS lookup zone? 

A. PTR 

B. AAAA 

C. CNAME 

D. TXT 

Correct Answer: A 

 

QUESTION 2

A network technician receives a support ticket about an employee who has misplaced a company-owned cell phone that
contains private company information. Which of the following actions should the network technician take to prevent data
loss? 

A. Disable the user account. 

B. Lock the phone. 

C. Turn off the service. 

D. Execute remote wipe. 

Correct Answer: D 

Executing a remote wipe is the only way to ensure that company data is not released into the public or the wrong
hands. 

Other answers will not release the data in the hard drive of the phone. Any attacker can take out the hard drive of the
phone and extract the data. 

 

QUESTION 3

Which of the following is the primary function of the core layer of the three-tiered model? 

A. Routing 

B. Repeating 

C. Bridging 

D. Switching 

Correct Answer: A 

https://www.omnisecu.com/cisco-certified-network-associate-ccna/three-tier-hierarchical-network-model.php 
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Core Layer consists of biggest, fastest, and most expensive routers with the highest model numbers and Core Layer is
considered as the back bone of networks. Core Layer routers are used to merge geographically separated networks.
The Core Layer routers move information on the network as fast as possible. The switches operating at core layer
switches packets as fast as possible. 

 

QUESTION 4

Which of the following would be increased by adding encryption to data communication across the network? 

A. Availability 

B. Integrity 

C. Accountability 

D. Confidentiality 

Correct Answer: D 

Encryption Increases the Integrity of Our Data 

This will prevent hackers from intercepting communications and tampering with the data. 

Encryption can help prevent data breaches during transfer and storage. If an employee loses a company device like a
phone or laptop, encrypted data may still be secure. Encrypted communication lines can allow sensitive data to transfer
without risk toward a security breach. 

 

QUESTION 5

A senior administrator has been directed to incorporate AAA services within a domain environment for regulatory
compliance purposes. Which of the following standards will enable the use of an AAA server in a domain environment? 

A. 802.1Q 

B. 802.1X 

C. 802.3bt 

D. 802.11h 

Correct Answer: B 

802.1X is a standard that enables the use of an AAA server in a domain environment by providing port-based network
access control. 802.1X authenticates users or devices before granting them access to the network resources, and can
also authorize them based on their roles or policies. 802.1X can work with different AAA protocols, such as RADIUS or
TACACS+, to communicate with the AAA server. 
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