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QUESTION 1

A network technician is troubleshooting an issue that involves connecting to a server via SSH. The server has one
network interface that does not support subinterfaces. The technician runs a command on the server and receives the
following output:

Froto Local address Foreign address State

TP 1R B 8 0 S, Bl 300 LISTENING
TCP 0.0.0.0:23 0.0.0.0:0 LISTENING
TCP 0.0.0.0:443 0.0.0.0:0 LISTENING
TEP 10103015222 TS 0AD42: 2172310 ESTABLISHED

On the host, the technician runs another command and receives the following:

Destination Gateway Genmask Flags Iface
default 31.242.12.9 0.0.0.8 Uiz etho
192.168.1.0 0000 2hhahhaphha) UG ethl

Which of the following best explains the issue?
A. A firewall is blocking access to the server.

B. The server is plugged into a trunk port.

C. The host does not have a route to the server.
D. The server is not running the SSH daemon.

Correct Answer: C

QUESTION 2

A network manager wants to view network traffic for devices connected to a switch. A network engineer connects an
appliance to a free port on the switch and needs to configure the switch port connected to the appliance. Which of the
following is the best option for the engineer to enable?

A. Trunking

B. Port mirroring

C. Full duplex

D. SNMP

Correct Answer: B

Port mirroring is a feature that allows a switch to copy the traffic from one or more ports to another port, where a
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network analyzer or a monitoring device can capture and analyze the traffic. Port mirroring is useful for troubleshooting
and security purposes, as it allows the network engineer to see the traffic that is passing through the switch without
affecting the normal operation of the network.

QUESTION 3

A website administrator is concerned the company\\'s static website could be defaced by hacktivists or used as a pivot
point to attack internal systems. Which of the following should a network security administrator recommend to assist
with detecting these activities?

A. Implement file integrity monitoring.

B. Change the default credentials.

C. Use SSL encryption.

D. Update the web-server software.

Correct Answer: C

QUESTION 4

A customer needs to distribute Ethernet to multiple computers in an office. The customer would like to use non-
proprietary standards. Which of the following blocks does the technician need to install?

A. 110

B. 66

C. Bix

D. Krone

Correct Answer: A

A 110 block is a type of punch-down block that is used to distribute Ethernet to multiple computers in an office. A punch-
down block is a device that connects one group of wires to another group of wires by using a special tool that pushes
the wires into slots on the block. A 110 block is a non-proprietary standard that supports up to Category 6 cabling and

can be used for voice or data applications.

References: https://www.comptia.org/training/books/network-n10-008-study-guide (page 64)

QUESTION 5

A network technician is required to install a network device to provide service to an office area. The office area has 23
users and two printers that must be able to connect to the file server in a different building. Which of the following
network devices should the technician use?

A. Media converter

B. Switch
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C. Bridge

D. Wireless range extender

Correct Answer: B
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