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QUESTION 1

An administrator observes that the portl interface cannot be configured with an IP address. What can be the reasons for
that? (Choose three.)

A. The interface has been configured for one-arm sniffer.
B. The interface is a member of a virtual wire pair.

C. The operation mode is transparent.

D. The interface is a member of a zone.

E. Captive portal is enabled in the interface.

Correct Answer: ABC

QUESTION 2

Bob wants to send Alice a file that is encrypted using public key cryptography.

Which of the following statements is correct regarding the use of public key cryptography in this scenario?
A. Bob will use his private key to encrypt the file and Alice will use her private key to decrypt the file.

B. Bob will use his public key to encrypt the file and Alice will use Bob\\'s private key to decrypt the file

C. Bob will use Alice\\'s public key to encrypt the file and Alice will use her private key to decrypt the file.
D. Bob will use his public key to encrypt the file and Alice will use her private key to decrypt the file.

Correct Answer: C

QUESTION 3

When creating administrative users which of the following configuration objects determines access rights on the
FortiGate unit.

A. profile

B. allowaccess interface settings
C. operation mode

D. local-in policy

Correct Answer: A

QUESTION 4
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A user logs into a SSL VPN portal and activates the tunnel mode.

The administrator has enabled split tunneling. The exhibit shows the firewall policy configuration:

() Create New ®) Section View () Global ViewQ
;m— T Schedule | Y Service | T Action | TNAT
| ¥ port2 - port1 (1 - 1)
|1t ] all (= all J always B ALL v ACCEPT &JEnable
| + ssl.root (SSL VPN interface) - port2 (2 - 2)

i 2 Elall 2] Internal_Servers 4 always S ALL v ACCEPT .J Disable
l £ training
¥ Implicit (3 - 3)
3 & all El all 3 always SALL @ DENY

Which static route is automatically added to the client\\'s routing table when the tunnel mode is activated?
A. A route to a destination subnet matching the Internal_Servers address object.

B. A route to the destination subnet configured in the tunnel mode widget.

C. A default route.

D. A route to the destination subnet configured in the SSL VPN global settings.

Correct Answer: A

QUESTION 5

An administrator logs into a FortiGate unit using an account which has been assigned a super_admin profile. Which of
the following operations can this administrator perform?

A. They can delete logged-in users who are also assigned the super_admin access profile.

B. They can make changes to the super_admin profile.

C. They can delete the admin account if the default admin user is not logged in.

D. They can view all the system configuration settings but can not make changes.

E. They can access configuration options for only the VDOMs to which they have been assigned.

Correct Answer: C
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