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QUESTION 1

Two devices are in an HA cluster, the device hostnames are STUDENT and REMOTE. Exhibit A shows the command
output of diagnose sys session stat for the STUDENT device. Exhibit B shows the command output of diagnose sys
session stat for the REMOTE device.

Exhibit A:

STUDENT # diagnose sys session stat
Misc info: session_count=166 setup_rate=68 exp_count=8B clash=8
memory_tension_drop=8 ephemeral =B-57344 removeable=B ha_scan=8
elete=B, flush=8, dev_down=8-8
CP sessions:
8 in ESTABLISHED state
3 in SYN_SENT state
1 in FIN_HAIT state
139 in TIME_HAIT state
firewall error stat:
errorl=A888688688
errorZ=AABBAHEEA
error3=HABAEAAEA
lerrord=HBBBB88A
tt=AABBABAA
cont=A0AAAAAA
ids_recv=A8086888
1ir]l_recu=88888888
av_recv-BB8BBBEA
fqdn_count=B888B8888
cp reset stat:
syncqgf=B accepiqf=B no-listener=2 data=H ses=H ips=H
ses_limit=-H sesb_limit=B rt_limit=8 rib_limit=8

Exhibit B:
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REMOTE # diagnose session stat
Misc info: sion_count=11 setup_rate=8 exp_count=8 clash=4
memory_tension_drop=8 ephemeral=8,/57344 removeable=8 ha_scan=8
lelete=8, flush=8, dev_down=8-8
TCP sessions:
2 in ESTABLISHED state
1 in SYN_SENT state
firenall error stat:
errorl=-060868888
errorZ=-0806888688
error3-B886868888

errord=0008868886

t=HBBBBBEA
cont =HAAARAARA
ids_recv=ABBBAAAG8
url recv=A88888688
av_recv=08888888
fgdn_count=BBBBABEAE
cp reset stat:
syncqf=8 acceptqf=8 no-listener=7 data-8 ses=8B ips=8
lobal: ses_limit=H =sesb_limit=B rt 1limit=8B rtb6_limit=8

Given the information provided in the exhibits, which of the following statements are correct? (Choose two.)
A. STUDENT is likely to be the master device.

B. Session-pickup is likely to be enabled.

C. The cluster mode is active-passive.

D. There is not enough information to determine the cluster mode.

Correct Answer: AD

QUESTION 2

Examine the following spanning tree configuration on a FortiGate in transparent mode: Which statement is correct for
the above configuration?

config system interface
edit <interface name>

set stp-forward =nable
end

A. The FortiGate participates in spanning tree.

B. The FortiGate device forwards received spanning tree messages.

C. Ethernet layer-2 loops are likely to occur.
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D. The FortiGate generates spanning tree BPDU frames.

Correct Answer: B

QUESTION 3

Two FortiGate devices fail to form an HA cluster, the device hostnames are STUDENT and REMOTE. Exhibit A shows
the command output of show system ha for the STUDENT device. Exhibit B shows the command output of show system
ha for the REMOTE device.

Exhibit A: Exhibit B

ax number of virtwual domains: 18

irtual domains status: 1 in NAT mode, B in TP mode
Jirtual domain configuration: disable

[PS-CC mode: disable

Current HA mode: a-p, master

iranch point: 128

lelease Uersion Information: GA

Bystem time: Thu Jan 24 88:34:19 2813

STUDENT
TUDENT

TUDENT
TUDENT # show system ha
config system ha
set mode a-p
set password ENC SFHCYWOJXEI9z8wEOkUnUsREWBruVcHISNUVE3oUSotyn+4dsgx4CnU1GRJIB
cEECpiT3Z2/3dCriuYIDgHZsE+1ALKHfADOV/r5DkaqGnb jl5XV a
set hbdev "port2" 58
set override disable
set priority 288
End

STUDENT # _
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Hostname: REMOTE

Operation Mode: NAT
Current wvirtual domain: root

ax number of wvirtuwal domains: 18
Mirtual domains status: 1 in NAT mode, B in TP mode
Wirtual domain configuration: disable
FIPS-CC mode: disable
ICurrent HA mode: a-a, mMaster

Branch point: 128

Release Version Information: GA

ystem time: Thu Jan 24 88:41:46 2813

REMOTE # show system ha
ronfig system ha
set mode a-a

set password ENC 9FHCYwOJXKI9zBWEOKUnUsREWBruUcHMJSNUVE3oUSotyn+4ds7YGuI2Cir+8
BEMT /rGXhOuSlpgP+yPg ISSOInSMEZz4dJ INVAEB9sk I0BMBObcgxhSE

set hbdev “port2" 5@

set session-pickup enable

set override disable

set priority 188

Which one of the following is the most likely reason that the cluster fails to form?
A. Password

B. HA mode

C. Heartbeat

D. Override

Correct Answer: B

QUESTION 4
An administrator has formed a high availability cluster involving two FortiGate units.
[ Multiple upstream Layer 2 switches] -- [ FortiGate HA Cluster ] -- [ Multiple downstream Layer 2 switches ]

The administrator wishes to ensure that a single link failure will have minimal impact upon the overall throughput of
traffic through this cluster.

Which of the following options describes the best step the administrator can take? The administrator
should

A. Increase the number of FortiGate units in the cluster and configure HA in active-active mode.
B. Enable monitoring of all active interfaces.

C. Set up a full-mesh design which uses redundant interfaces.
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D. Configure the HA ping server feature to allow for HA failover in the event that a path is disrupted

Correct Answer: C

QUESTION 5

In a high availability cluster operating in active-active mode, which of the following correctly describes the path taken by
the SYN packet of an HTTP session that is offloaded to a slave unit?

A. Request: internal host; slave FortiGate; master FortiGate; Internet; web server.
B. Request: internal host; slave FortiGate; Internet; web server.

C. Request: internal host; slave FortiGate; master FortiGate; Internet; web server.
D. Request: internal host; master FortiGate; slave FortiGate; Internet; web server.

Correct Answer: D
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