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QUESTION 1

Which of the following statements are true regarding Local User Authentication? (Select all that apply.) 

A. Local user authentication is based on usernames and passwords stored locally on the FortiGate unit. 

B. Two-factor authentication can be enabled on a per user basis. 

C. Administrators can create an account for the user locally and specify the remote server to verify the password. 

D. Local users are for administration accounts only and cannot be used for identity policies. 

Correct Answer: ABC 

 

QUESTION 2

Which best describe the mechanism of a TCP SYN flood? 

A. The attacker keeps open many connections with slow data transmission so that other clients cannot start new
connections. 

B. The attacker sends a packet designed to "sync" with the FortiGate. 

C. The attacker sends a specially crafted malformed packet, intended to crash the target by exploiting its parser. 

D. The attacker starts many connections, but never acknowledges to fully form them. 

Correct Answer: D 

 

QUESTION 3

What is longest length of time allowed on a FortiGate device for the virus scan to complete? 

A. 20 seconds 

B. 30 seconds 

C. 45 seconds 

D. 10 seconds 

Correct Answer: B 

 

QUESTION 4

What logging options are supported on a FortiGate unit? (Choose two.) 

A. LDAP 
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B. Syslog 

C. FortiAnalyzer 

D. SNMP 

Correct Answer: BC 

 

QUESTION 5

A FortiAnalyzer device could use which security method to secure the transfer of log data from FortiGate devices? 

A. SSL 

B. IPSec 

C. direct serial connection 

D. S/MIME 

Correct Answer: B 
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