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QUESTION 1

Which of the following statements regarding Banned Words are correct? (Select all that apply.) 

A. The FortiGate unit can scan web pages and email messages for instances of banned words. 

B. When creating a banned word list, an administrator can indicate either specific words or patterns. 

C. Banned words can be expressed as wildcards or regular expressions. 

D. Content is automatically blocked if a single instance of a banned word appears. 

E. The FortiGate unit includes a pre-defined library of common banned words. 

Correct Answer: ABC 

 

QUESTION 2

A network administrator connects his PC to the INTERNAL interface on a FortiGate unit. 

The administrator attempts to make an HTTPS connection to the FortiGate unit on the VLAN1 interface at the IP
address of 10.0.1.1, but gets no connectivity. 

The following troubleshooting commands are executed from the DOS prompt on the PC and from the CLI. 

Based on the output from these commands, which of the following explanations is a possible cause of the problem? 

A. The Fortigate unit has no route back to the PC. 
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B. The PC has an IP address in the wrong subnet. 

C. The PC is using an incorrect default gateway IP address. 

D. The FortiGate unit does not have the HTTPS service configured on the VLAN1 interface. 

E. There is no firewall policy allowing traffic from INTERNAL-> VLAN1. 

Correct Answer: D 

 

QUESTION 3

A network administrator connects his PC to the INTERNAL interface on a FortiGate unit. 

The administrator attempts to make an HTTPS connection to the FortiGate unit on the VLAN1 interface at the IP
address of 10.0.1.1, but gets no connectivity. 

The following troubleshooting commands are executed from the CLI: 

Based on the output from these commands, which of the following is a possible cause of the problem? 

A. The FortiGate unit has no route back to the PC. 

B. The PC has an IP address in the wrong subnet. 
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C. The PC is using an incorrect default gateway IP address. 

D. There is no firewall policy allowing traffic from INTERNAL -> VLAN1. 

Correct Answer: D 

 

QUESTION 4

An administrator wants to create a policy-based IPsec VPN tunnel between two FortiGate devices. Which configuration
steps must be performed on both units to support this scenario? (Choose three.) 

A. Define the phase 2 parameters. 

B. Set the phase 2 encapsulation method to transport mode. 

C. Define at least one firewall policy, with the action set to IPsec. 

D. Define a route to the remote network over the IPsec tunnel. 

E. Define the phase 1 parameters, without enabling IPsec interface mode. 

Correct Answer: ACE 

 

QUESTION 5

When creating FortiGate administrative users, which configuration objects specify the account rights? 

A. Remote access profiles. 

B. User groups. 

C. Administrator profiles. 

D. Local-in policies. 

Correct Answer: C 
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