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QUESTION 1

Which of the following network settings can an IPsec gateway assign to an IPsec client using IP config
mode?

(Choose two.)

Response:

A. Quick mode selectors

B. DNS IP address

C. NAT-T

D. IP address

Correct Answer: BD

QUESTION 2

Which component of FortiOS performs application control inspection? Response:
A. Kernel

B. Antivirus engine

C. IPS engine

D. Application control engine

Correct Answer: C

QUESTION 3

An administrator has enabled the DHCP Server on the portl interface and configured the following based on the
exhibit.

| MAC Reservation + Access Cont rol

il

| Create New E Edit @ Delete Add from DHCP Client
' MAC Address Action or IP Description
00:0c:29:29:38:da 10.0.1.254
Unknown MAC Addresses Block

Type Regular RIzGES
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Which statement is correct based on this configuration? Response:
A. The MAC address 00:0¢:29:29:38:da belongs to the portl interface.

B. Access to the network is blocked for the devices with the MAC address 00:0¢:29:29:38:da and the IP address
10.0.1.254.

C. 00:0c:29:29:38:da is the virtual MAC address assigned to the secondary IP address (10.0.1.254) of the portl
interface.

D. The IP address 10.0.1.254 is reserves for the device with the MAC address 00:0c:29:29:38:da.

Correct Answer: D

QUESTION 4

Which statements about the firmware upgrade process on an active-active high availability (HA) cluster are
true?

(Choose two.)

Response:

A. The firmware image must be manually uploaded to each FortiGate.

B. Only secondary FortiGate devices are rebooted.

C. Uninterruptable upgrade is enabled by default.

D. Traffic load balancing is temporally disabled while upgrading the firmware.

Correct Answer: BD

QUESTION 5

Which statements correctly describe transparent mode operation?

(Choose three.)

Response:

A. All interfaces of the transparent mode FortiGate device must be on different IP subnets.

B. The transparent FortiGate is visible to network hosts in an IP traceroute.

C. It permits inline traffic inspection and firewalling without changing the IP scheme of the network.
D. Ethernet packets are forwarded based on destination MAC addresses, not IP addresses.

E. The FortiGate acts as transparent bridge and forwards traffic at Layer-2.

Correct Answer: CDE
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