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QUESTION 1

How does FortiGate select the central SNAT policy that is applied to a TCP session? Response:

A. It selects the SNAT policy specified in the configuration of the outgoing interface.

B. It selects the first matching central-SNAT policy from top to bottom.

C. It selects the central-SNAT policy with the lowest priority.

D. It selects the SNAT policy specified in the configuration of the firewall policy that matches the traffic.

Correct Answer: B

QUESTION 2

Which of the following statements are true regarding the SD-WAN feature on FortiGate?
(Choose two.)

Response:

A. An SD-WAN static route does not require a next-hop gateway IP address.

B. Each member interface requires its own firewall policy to allow traffic.

C. SD-WAN provides route failover protection, but cannot load-balance traffic.

D. FortiGate supports only one SD-WAN interface per VDOM.

Correct Answer: AD

QUESTION 3

An administrator has configured central DNAT and Virtual IPs. Which of the following can be selected in the
firewall policy Destination Address field?

(Choose two.)

Response:

A. VIP object

B. Mapped IP address object of the VIP

C. Address object all

D. IP pool

Correct Answer: BC
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QUESTION 4

What methods can you use to back up logs?
(Choose three.)

Response:

A. SNMP

B. USB

C. SFTP

D. TFTP

E. FTP

Correct Answer: BDE

QUESTION 5

When does the FortiGate enter into fail-open session mode? Response:
A. When CPU usage goes above the red threshold.

B. When a proxy (for proxy-based inspection) runs out of connections.
C. When memory usage goes above the red threshold.

D. When memory usage goes above the extreme threshold.

Correct Answer: B
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