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QUESTION 1

What FortiGate feature can be used to prevent a cross-site scripting (XSS) attack? Response: 

A. Web application firewall (WAF) 

B. DoS policies 

C. Rate based IPS signatures 

D. One-arm sniffer 

Correct Answer: A 

 

QUESTION 2

Examine the following log message attributes and select two correct statements from the list below. 

(Choose two.) 

Response: 

A. The category action was set to warning. 

B. The website was allowed on the first attempt. 

C. The user was prompted to decide whether to proceed or go back. 

D. The user failed authentication. 

Correct Answer: BC 

 

QUESTION 3

When browsing to an internal web server using a web-mode SSL VPN bookmark, which IP address is used as the
source of the HTTP request? 

Response: 

A. The FortiGate unit\\'s public IP address 

B. The FortiGate unit\\'s internal IP address 

C. The remote user\\'s virtual IP address 

D. The remote user\\'s public IP address 

Correct Answer: B 
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QUESTION 4

Which of the following statements are true regarding tunnel mode SSL VPN? 

(Choose two.) 

Response: 

A. You must be logged into web-only mode SSL VPN to activate tunnel mode. 

B. You need an SSL VPN client (FortiClient) to connect to tunnel mode SSL VPN. 

C. Tunnel mode SSL VPN is configured between two FortiGate devices. 

D. FortiGate will dynamically assign an IP address to the SSL VPN network adapter on the host PC. 

Correct Answer: AB 

 

QUESTION 5

View the exhibit. 

Which statements about the exhibit are true? 

(Choose two.) 

Response: 

A. port1-VLAN10 and port2-VLAN10 can be assigned to different VDOMs. 

B. port1-VLAN1 is the native VLAN for the port1 physical interface. 

C. Traffic between port1-VLAN1 and port2-VLAN1 is allowed by default. 

D. Broadcast traffic received in port1-VLAN10 will not be forwarded to port2-VLAN10. 

Correct Answer: AD 
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