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QUESTION 1

If traffic matches a DLP filter with the action set to Quarantine IP Address, what action does the FortiGate take? 

Response: 

A. It blocks all future traffic for that IP address for a configured interval. 

B. It archives the data for that IP address. 

C. It provides a DLP block replacement page with a link to download the file. 

D. It notifies the administrator by sending an email. 

Correct Answer: A 

 

QUESTION 2

Which of the following protocols is used to encrypt the user data payload in an IPsec tunnel? Response: 

A. AH 

B. IKE 

C. ISAKMP 

D. ESP 

Correct Answer: D 

 

QUESTION 3

Which of the following statements are true about route-based IPsec VPNs? 

(Choose two.) 

Response: 

A. A virtual IPsec interface is automatically created after a phase 1 is added to the configuration 

B. They require firewall policies with the Action set to IPsec 

C. They support L2TP-over-IPsec tunnels 

D. They can be created in transparent mode VDOMs 

Correct Answer: AC 

 

QUESTION 4
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You have enabled a web filter security profile in a firewall policy to log all blocked websites. What options do you have to
either actively or passively monitor these logs? (Choose two.) 

Response: A. Alert Message console 

B. FortiView menu 

C. Alert email 

D. Monitor menu 

Correct Answer: AC 

 

QUESTION 5

Which statements correctly describe transparent mode operation? 

(Choose three.) 

Response: 

A. All interfaces of the transparent mode FortiGate device must be on different IP subnets. 

B. The transparent FortiGate is visible to network hosts in an IP traceroute. 

C. It permits inline traffic inspection and firewalling without changing the IP scheme of the network. 

D. Ethernet packets are forwarded based on destination MAC addresses, not IP addresses. 

E. The FortiGate acts as transparent bridge and forwards traffic at Layer-2. 

Correct Answer: CDE 
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