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QUESTION 1

Which of the following are differences between IPsec main mode and IPsec aggressive mode? 

(Choose two.) 

Response: 

A. Aggressive mode supports XAuth, while main mode does not. 

B. Six packets are usually exchanged during main mode, while only three packets are exchanged during aggressive
mode. 

C. The first packet of aggressive mode contains the peer ID, while the first packet of main mode does not. 

D. Main mode cannot be used for dialup VPNs, while aggressive mode can. 

Correct Answer: BC 

 

QUESTION 2

What methods can you use to back up logs? 

(Choose three.) 

Response: 

A. SNMP 

B. USB 

C. SFTP 

D. TFTP 

E. FTP 

Correct Answer: BDE 

 

QUESTION 3

How does FortiGate verify the login credentials of a remote LDAP user? Response: 

A. FortiGate sends the user entered credentials to the LDAP server for authentication. 

B. FortiGate re-generates the algorithm based on the login credentials and compares it against the algorithm stored on
the LDAP server. 

C. FortiGate queries its own database for credentials. 

D. FortiGate queries the LDAP server for credentials. 
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Correct Answer: A 

 

QUESTION 4

An administrator needs to offload logging to FortiAnalyzer from a FortiGate with an internal hard drive. 

Which statements are true? 

(Choose two.) 

Response: 

A. Logs must be stored on FortiGate first, before transmitting to FortiAnalyzer 

B. FortiGate uses port 8080 for log transmission 

C. Log messages are transmitted as plain text in LZ4 compressed format (store-and-upload method). 

D. FortiGate can encrypt communications using SSL encrypted OFTP traffic. 

Correct Answer: CD 

 

QUESTION 5

An administrator is using the FortiGate built-in sniffer to capture HTTP traffic between a client and a server, however,
the sniffer output shows only the packets related with TCP session setups and disconnections. Why? 

Response: 

A. The administrator is running the sniffer on the internal interface only. 

B. The filter used in the sniffer matches the traffic only in one direction. 

C. The FortiGate is doing content inspection. 

D. TCP traffic is being offloaded to an NP6. 

Correct Answer: D 
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