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QUESTION 1

How do you format the FortiGate flash disk?

A. Load a debug FortiOS image.

B. Load the hardware test (HQIP) image.

C. Execute the CLI command execute formatlogdisk.

D. Select the format boot device option from the BIOS menu.

Correct Answer: D

QUESTION 2
How does FortiGate verify the login credentials of a remote LDAP user?

A. FortiGate regenerates the algorithm based on the login credentials and compares it to the algorithm stored on the
LDAP server.

B. FortiGate sends the user-entered credentials to the LDAP server for authentication.
C. FortiGate queries the LDAP server for credentials.
D. FortiGate queries its own database for credentials.

Correct Answer: B

QUESTION 3

View the exhibit.

Admission Control

security Mode Captive Portal b

Authentication Portal m External
User Access € Restricted to Groups m

Which users and user groups are allowed access to the network through captive portal?
A. Users and groups defined in the firewall policy.

B. Only individual users ?not groups ?defined in the captive portal configuration

C. Groups defined in the captive portal configuration

D. All users
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Correct Answer: A

QUESTION 4
An administrator has configured two VLAN interfaces:

config system interface
edit "VLAN1O"
set wvdem "VDoOMT "™
set forward-domain 100
set role lan
set interface "portS"
set wvlanid 10
next
edit "VLANST™
set wvdecm "VDOM1™
set forward-domain 50
set reole lan
set interface "portl0O"™
sat wlanid 5
next
end

A DHCP server is connected to the VLAN1O0 interface. A DHCP client is connected to the VLANS interface. However,
the DHCP client cannot get a dynamic IP address from the DHCP server. What is the cause of the problem?

A. Both interfaces must belong to the same forward domain.
B. The role of the VLAN1O0 interface must be set to server.
C. Both interfaces must have the same VLAN ID.

D. Both interfaces must be in different VDOMs.

Correct Answer: A

QUESTION 5

Examine the network diagram and the existing FGTI routing table shown in the exhibit, and then answer the following
question:
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P
PGTI, fr/ﬁ/ Routerl
port2 =, Fportl / C;rﬁoraie portl e portd
- = - - - -
172.21.1.1/16 &= 172.11.11.1/24 St 172.11.12.1/24 g 172.20.1.1/24

is directly connected, portl

An administrator has added the following static route on FGTI.

Mew Static Route

Destination © m Named Address |Internet Service
172.20.1.0/24

Gateway 172.11.12.1

Interface M portl -

Administrative Distance © 10

Comments o ovass
Status (+ M LN @ Disabled

& Advanced Options

Priority €@ |0

Since the change, the new static route is not showing up in the routing table. Given the information provided, which of
the following describes the cause of this problem?

A. The new route\\'s destination subnet overlaps an existing route.
B. The new route\\'s Distance value should be higher than 10.

C. The Gateway IP address is not in the same subnet as port1.

D. The Priority is 0, which means that this route will remain inactive.

Correct Answer: C
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