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QUESTION 1

An administrator has configured a dialup IPsec VPN with XAuth. Which statement best describes what occurs during
this scenario?

A. Phase 1 negotiations will skip preshared key exchange.

B. Only digital certificates will be accepted as an authentication method in phase 1.C
C. Dialup clients must provide a username and password for authentication.

D. Dialup clients must provide their local ID during phase 2 negotiations.

Correct Answer: C

QUESTION 2

When override is enabled, which of the following shows the process and selection criteria that are used to elect the
primary FortiGate in an HA cluster?

A. Connected monitored ports > HA uptime > priority > serial number
B. Priority > Connected monitored ports > HA uptime > serial number
C. Connected monitored ports > priority > HA uptime > serial number
D. HA uptime > priority > Connected monitored ports > serial number

Correct Answer: C

QUESTION 3

What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based
mode?

A. It limits the scope of application control to the browser-based technology category only.

B. It limits the scope of application control to scan application traffic based on application category only.
C. It limits the scope of application control to scan application traffic using parent signatures only

D. It limits the scope of application control to scan application traffic on DNS protocol only.

Correct Answer: B

QUESTION 4

Which of the following are purposes of NAT traversal in IPsec? (Choose two.)
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A. To detect intermediary NAT devices in the tunnel path.

B. To dynamically change phase 1 negotiation mode aggressive mode.
C. To encapsulation ESP packets in UDP packets using port 4500.

D. To force a new DH exchange with each phase 2 rekey.

Correct Answer: AC

QUESTION 5
Examine this output from a debug flow: Which statements about the output are correct? (Choose two.)
id=2 line=4677 mag= “vd-zoot zeceived a packet (phote =6, 66.171.121.44:80-
>10.200.1.1:4588€6) from portl. flag [8.], seg 3567496540, ack 2176715502, win
sa40v
id=2 line= 4739 mag= "“Find an existing sespaion, id-00007fe0, reply direction”
id=2 line= 2733 msg "DMAT 10.200.1.1:49886->10.0.1.10:49886"
id=Z line=2582 mag= “find a route: £lag= 00000000 gw-10.0.1.10 via port3”
A. FortiGate received a TCP SYN/ACK packet.
B. The source IP address of the packet was translated to 10.0.1.10.
C. FortiGate routed the packet through port 3.
D. The packet was allowed by the firewall policy with the ID 00007fcO.

Correct Answer: AC
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