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QUESTION 1

What files are sent to FortiSandbox for inspection in flow-based inspection mode?

A. All suspicious files that do not have their hash value in the FortiGuard antivirus signature database.
B. All suspicious files that are above the defined oversize limit value in the protocol options.

C. All suspicious files that match patterns defined in the antivirus profile.

D. All suspicious files that are allowed to be submitted to FortiSandbox in the antivirus profile.

Correct Answer: C

QUESTION 2
You are configuring the root FortiGate to implement the security fabric. You are configuring port10 to communicate with

a downstream FortiGate. View the default Edit Interface in the exhibit below: When configuring the root FortiGate to
communicate with a downstream FortiGate, which settings are required to be configured? (Choose two.)
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Edit Interface

Interface Mame port10(00:0C:20:53.DEDT)

Alias

Link Status up O

Type Physical Interface

Tags

Role @ Undefined =

© Add Tag Category

Address

Addressing mode I pHeP | One-Arm-Sniffer Dedicated to FortiSwitch
|P/Metwork Mask

Administrative &ccess

IPv4 HTTPS HTTP & PING FMG-Access
CAPVAP 55H SNMP FTM
RADIUS Accounting FortiTelemetry

I DHCP Server

Metworked Devices

Device Detection OB

T e

A. Device detection enabled.

B. Administrative Access: FortiTelemetry.
C. IP/Network Mask.

D. Role: Security Fabric.

Correct Answer: BC

QUESTION 3

Which statements about antivirus scanning mode are true? (Choose two.)

A. In proxy-based inspection mode antivirus buffers the whole file for scarring before sending it to the client.

B. In flow-based inspection mode, you can use the CLI to configure antivirus profiles to use protocol option profiles.

C. In proxy-based inspection mode, if a virus is detected, a replacement message may not be displayed immediately.
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D. In quick scan mode, you can configure antivirus profiles to use any of the available signature data bases.

Correct Answer: AB

QUESTION 4

An administrator wants to block HTTP uploads. Examine the exhibit, which contains the proxy address created for that
purpose.

Edit Address

Category Address | Proxy Address
Name Training '
Color = | Change
Type [ -
Host E all -
Request Mzthod GET ~
HEAD =]
OPTIONS
|PDST |v
Show in Address List | @]
Comments 4 =
Tags

© Add Tag Category

Where must the proxy address be used?
A. As the source in a firewall policy.

B. As the source in a proxy policy.

C. As the destination in a firewall policy.
D. As the destination in a proxy policy.

Correct Answer: B
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QUESTION 5

Which statement is true regarding the policy ID number of a firewall policy?
A. Defines the order in which rules are processed.

B. Represents the number of objects used in the firewall policy.

C. Required to modify a firewall policy using the CLI.

D. Changes when firewall policies are reordered.

Correct Answer: C
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