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QUESTION 1

Which statement is true regarding the policy ID number of a firewall policy? 

A. Defines the order in which rules are processed. 

B. Represents the number of objects used in the firewall policy. 

C. Required to modify a firewall policy using the CLI. 

D. Changes when firewall policies are reordered. 

Correct Answer: C 

 

QUESTION 2

Which of the following are purposes of NAT traversal in IPsec? (Choose two.) 

A. To detect intermediary NAT devices in the tunnel path. 

B. To dynamically change phase 1 negotiation mode aggressive mode. 

C. To encapsulation ESP packets in UDP packets using port 4500. 

D. To force a new DH exchange with each phase 2 rekey. 

Correct Answer: AC 

 

QUESTION 3

View the exhibit. 

Which of the following statements are correct? (Choose two.) 

A. This setup requires at least two firewall policies with the action set to IPsec. 

B. Dead peer detection must be disabled to support this type of IPsec setup. 
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C. The TunnelB route is the primary route for reaching the remote site. The TunnelA route is used only if the TunnelB
VPN is down. 

D. This is a redundant IPsec setup. 

Correct Answer: CD 

 

QUESTION 4

How does FortiGate select the central SNAT policy that is applied to a TCP session? 

A. It selects the SNAT policy specified in the configuration of the outgoing interface. 

B. It selects the first matching central SNAT policy, reviewing from top to bottom. 

C. It selects the central SNAT policy with the lowest priority. 

D. It selects the SNAT policy specified in the configuration of the firewall policy that matches the traffic. 

Correct Answer: B 

 

QUESTION 5

Which configuration objects can be selected for the Source field of a firewall policy? (Choose two.) 

A. Firewall service 

B. User or user group 

C. IP Pool 

D. FQDN address 

Correct Answer: BC 
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