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QUESTION 1

An administrator is configuring an antivirus profiles on FortiGate and notices that Proxy Options is not listed under
Security Profiles on the GUI. What can cause this issue?

A. FortiGate needs to be switched to NGFW mode.

B. Proxy options section is hidden by default and needs to be enabled from the Feature Visibility menu.
C. Proxy options are no longer available starting in FortiOS 5.6.

D. FortiGate is in flow-based inspection mode.

Correct Answer: D

QUESTION 2

An administrator needs to strengthen the security for SSL VPN access. Which of the following statements are best
practices to do so? (Choose three.)

A. Configure split tunneling for content inspection.

B. Configure host restrictions by IP or MAC address.

C. Configure two-factor authentication using security certificates.
D. Configure SSL offloading to a content processor (FortiASIC).
E. Configure a client integrity check (host-check).

Correct Answer: CDE

QUESTION 3
Which of the following statements about the FSSO collector agent timers is true?
A. The workstation verify interval is used to periodically check if a workstation is still a domain member.

B. The IP address change verify interval monitors the server IP address where the collector agent is installed, and the
updates the collector agent configuration if it changes.

C. The user group cache expiry is used to age out the monitored groups.
D. The dead entry timeout interval is used to age out entries with an unverified status.

Correct Answer: D

QUESTION 4
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Examine the exhibit, which shows the output of a web filtering real time debug.
Local-FortiGate # diagnose debug enable
§ diagnose debug application urlfilter -1

ocal-FortiGate # msg="received a request /tmp/.wad 192 0 0.url.socket, addr len
31: de=ww.bing.com:80, id=20, vfname='root', vfid=0, profile='default', type=0,

client=10.0.1.10, url source=l, url="/"

rl matches local rating

action=10 (ftgd-block) wf-act=3(BLOCK) user="N/A" src=10.0.1.10 sport=63683 dst=2

04.739.157.200 dport=80 service="http" cat=26 cat_desc="Malicious Websites" hostn
we="www.bing.com" url="/"

Why is the site www.bing.com being blocked?

A. The web site www.bing.com is categorized by FortiGuard as Malicious Websites.

B. The user has not authenticated with the FortiGate yet.

C. The web server IP address 204.79.197.200 is categorized by FortiGuard as Malicious Websites.

D. The rating for the web site www.bing.com has been locally overridden to a category that is being blocked.

Correct Answer: D

QUESTION 5

Which of the following statements are best practices for troubleshooting FSSO? (Choose two.)
A. Include the group of guest users in a policy.

B. Extend timeout timers.

C. Guarantee at least 34 Kbps bandwidth between FortiGate and domain controllers.

D. Ensure all firewalls allow the FSSO required ports.

Correct Answer: AD
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