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QUESTION 1

An employee connects to the https://example.com on the Internet using a web browser. The web server\\'s certificate
was signed by a private internal CA. The FortiGate that is inspecting this traffic is configured for full SSL inspection. 

This exhibit shows the configuration settings for the SSL/SSH inspection profile that is applied to the policy that is
invoked in this instance. All other settings are set to defaults. No certificates have been imported into FortiGate. View
the exhibit and answer the question that follows. 

Which certificate is presented to the employee\\'s web browser? 

A. The web server\\'s certificate. 

B. The user\\'s personal certificate signed by a private internal CA. 

C. A certificate signed by Fortinet_CA_SSL. 

D. A certificate signed by Fortinet_CA_Untrusted. 

Correct Answer: D 

 

QUESTION 2

What files are sent to FortiSandbox for inspection in flow-based inspection mode? 

A. All suspicious files that do not have their hash value in the FortiGuard antivirus signature database. 

B. All suspicious files that are above the defined oversize limit value in the protocol options. 

C. All suspicious files that match patterns defined in the antivirus profile. 

D. All suspicious files that are allowed to be submitted to FortiSandbox in the antivirus profile. 

Correct Answer: C 
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QUESTION 3

Which statements about the firmware upgrade process on an active-active HA cluster are true? (Choose two.) 

A. The firmware image must be manually uploaded to each FortiGate. 

B. Only secondary FortiGate devices are rebooted. 

C. Uninterruptable upgrade is enabled by default. 

D. Traffic load balancing is temporally disabled while upgrading the firmware. 

Correct Answer: BD 

 

QUESTION 4

Which of the following static routes are not maintained in the routing table? 

A. Named Address routes 

B. Dynamic routes 

C. ISDB routes 

D. Policy routes 

Correct Answer: D 

 

QUESTION 5

Examine this FortiGate configuration: 

Examine the output of the following debug command: 
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Based on the diagnostic outputs above, how is the FortiGate handling the traffic for new sessions that require
inspection? 

A. It is allowed, but with no inspection 

B. It is allowed and inspected as long as the inspection is flow based 

C. It is dropped. 

D. It is allowed and inspected, as long as the only inspection required is antivirus. 

Correct Answer: A 
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