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QUESTION 1

Which one of the following processes is involved in updating IPS from FortiGuard? 

A. FortiGate IPS update requests are sent using UDP port 443. 

B. Protocol decoder update requests are sent to service.fortiguard.net. 

C. IPS signature update requests are sent to update.fortiguard.net. 

D. IPS engine updates can only be obtained using push updates. 

Correct Answer: C 

 

QUESTION 2

Which statement about the policy ID number of a firewall policy is true? 

A. It is required to modify a firewall policy using the CLI. 

B. It represents the number of objects used in the firewall policy. 

C. It changes when firewall policies are reordered. 

D. It defines the order in which rules are processed. 

Correct Answer: A 

 

QUESTION 3

Why must you use aggressive mode when a local FortiGate IPSec gateway hosts multiple dialup tunnels? 

A. In aggressive mode, the remote peers are able to provide their peer IDs in the first message. 

B. FortiGate is able to handle NATed connections only in aggressive mode. 

C. FortiClient only supports aggressive mode. 

D. Main mode does not support XAuth for user authentication. 

Correct Answer: A 

 

QUESTION 4

How does FortiGate verify the login credentials of a remote LDAP user? 

A. FortiGate regenerates the algorithm based on the login credentials and compares it to the algorithm stored on the
LDAP server. 
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B. FortiGate sends the user-entered credentials to the LDAP server for authentication. 

C. FortiGate queries the LDAP server for credentials. 

D. FortiGate queries its own database for credentials. 

Correct Answer: B 

 

QUESTION 5

Which of the following conditions must be met in order for a web browser to trust a web server certificate signed by a
third-party CA? 

A. The public key of the web server certificate must be installed on the browser. 

B. The web-server certificate must be installed on the browser. 

C. The CA certificate that signed the web-server certificate must be installed on the browser. 

D. The private key of the CA certificate that signed the browser certificate must be installed on the browser. 

Correct Answer: C 
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