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QUESTION 1

An administrator is attempting to allow access to https://fortinet.com through a firewall policy that is configured with a
web filter and an SSL inspection profile configured for deep inspection. Which of the following are possible actions to
eliminate the certificate error generated by deep inspection? (Choose two.) 

A. Implement firewall authentication for all users that need access to fortinet.com. 

B. Manually install the FortiGate deep inspection certificate as a trusted CA. 

C. Configure fortinet.com access to bypass the IPS engine. 

D. Configure an SSL-inspection exemption for fortinet.com. 

Correct Answer: AD 

 

QUESTION 2

What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based
mode? 

A. It limits the scope of application control to the browser-based technology category only. 

B. It limits the scope of application control to scan application traffic based on application category only. 

C. It limits the scope of application control to scan application traffic using parent signatures only 

D. It limits the scope of application control to scan application traffic on DNS protocol only. 

Correct Answer: B 

 

QUESTION 3

Which of the following statements about virtual domains (VDOMs) are true? (Choose two.) 

A. The root VDOM is the management VDOM by default. 

B. A FortiGate device has 64 VDOMs, created by default. 

C. Each VDOM maintains its own system time. 

D. Each VDOM maintains its own routing table. 

Correct Answer: AD 

 

QUESTION 4

Examine this FortiGate configuration: 
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Examine the output of the following debug command: 

Based on the diagnostic outputs above, how is the FortiGate handling the traffic for new sessions that require
inspection? 

A. It is allowed, but with no inspection 

B. It is allowed and inspected as long as the inspection is flow based 

C. It is dropped. 

D. It is allowed and inspected, as long as the only inspection required is antivirus. 

Correct Answer: A 

 

QUESTION 5

View the exhibit. 
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Based on this output, which statements are correct? (Choose two.) 

A. The all VDOM is not synchronized between the primary and secondary FortiGate devices. 

B. The root VDOM is not synchronized between the primary and secondary FortiGate devices. 

C. The global configuration is synchronized between the primary and secondary FortiGate devices. 

D. The FortiGate devices have three VDOMs. 

Correct Answer: BC 
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