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QUESTION 1

An administrator is configuring an IPsec VPN between site A and site B. The Remote Gateway setting in both sites has
been configured as Static IP Address. For site A, the local quick mode selector is 192.168.1.0/24 and the remote quick
mode selector is 192.168.2.0/24.

Which subnet must the administrator configure for the local quick mode selector for site B?

A. 192.168.1.0/24

B. 192.168.0.0/24

C. 192.168.2.0/24

D. 192.168.3.0/24

Correct Answer: C

QUESTION 2

An administrator wants to configure timeouts for users. Regardless of the userTMs behavior, the timer should start as
soon as the user authenticates and expire after the configured value.

Which timeout option should be configured on FortiGate?
A. auth-on-demand

B. soft-timeout

C. idle-timeout

D. new-session

E. hard-timeout

Correct Answer: E

QUESTION 3

You have enabled logging on your FortiGate device for Event logs and all Security logs, and you have set up logging to
use the FortiGate local disk.

What is the default behavior when the local disk is full?

A. Logs are overwritten and the only warning is issued when log disk usage reaches the threshold of 95%.
B. No new log is recorded until you manually clear logs from the local disk.

C. Logs are overwritten and the first warning is issued when log disk usage reaches the threshold of 75%.

D. No new log is recorded after the warning is issued when log disk usage reaches the threshold of 95%.
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Correct Answer: C

Reference: https://docs.fortinet.com/document/fortigate/6.4.0/cli-reference/462620/log-disk-setting

QUESTION 4
View the exhibit:
Status Name VLAN ID Type IP/Netmask
Physical(12)
B © portl Physical Interface 10.200.1.1 255.255.255.0
i: port1-VLAN1 1 WLAN 10.200.5.1 255.255.255.0
port1-VLANTO0 10 VLAN 10.0.10.1 255.255.255.0
— port2 Physical Interface 10.200.2.1 255.255.255.0
i: port2-VLAN1 1 WLAN 10.0.5.1 255.255.255.0
portZ-VLAN10 10 VILAN 10.0.20.254 255.255.255.0
o port3 Physical Interface 10.0.1.254 255.255.255.0

Which the FortiGate handle web proxy traffic rue? (Choose two.)

A. Broadcast traffic received in port1-VLAN10 will not be forwarded to port2-VLAN10.
B. port-VLANL1 is the native VLAN for the portl physical interface.

C. C. portl-VLAN10 and port2-VLAN10 can be assigned to different VDOMSs.

D. Traffic between port1-VLAN1 and port2-VLANL1 is allowed by default.

Correct Answer: AC

QUESTION 5

Which downstream FortiGate VDOM is used to join the Security Fabric when split-task VDOM is enabled on all
FortiGate devices?

A. Root VDOM
B. FG-traffic VDOM
C. Customer VDOM D. Global VDOM

Correct Answer: A
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