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QUESTION 1

Refer to the exhibit. 

The exhibit shows a CLI output of firewall policies, proxy policies, and proxy addresses. 

How does FortiGate process the traffic sent to http://www.fortinet.com? 

A. Traffic will be redirected to the transparent proxy and it will be allowed by proxy policy ID 3. 

B. Traffic will not be redirected to the transparent proxy and it will be allowed by firewall policy ID 1. 

C. Traffic will be redirected to the transparent proxy and It will be allowed by proxy policy ID 1. 

D. Traffic will be redirected to the transparent proxy and it will be denied by the proxy implicit deny policy. 

Correct Answer: D 

 

QUESTION 2
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Exhibit: 

Refer to the exhibit to view the authentication rule configuration In this scenario, which statement is true? 

A. IP-based authentication is enabled B. Route-based authentication is enabled 

C. Session-based authentication is enabled. 

D. Policy-based authentication is enabled 

Correct Answer: C 

 

QUESTION 3

Which two settings can be separately configured per VDOM on a FortiGate device? (Choose two.) 

A. System time 

B. FortiGuaid update servers 

C. Operating mode 

D. NGFW mode 

Correct Answer: CD 

C: "Operating mode is per-VDOM setting. You can combine transparent mode VDOM\\'s with NAT mode VDOMs on the
same physical Fortigate. 

D: "Inspection-mode selection has moved from VDOM to firewall policy, and the default inspection-mode is flow, so
NGFW Mode can be changed from Profile-base (Default) to Policy-base directly in System > Settings from the VDOM"
Page 125 of FortiGate_Infrastructure_6.4_Study_Guide 
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Which two statements are correct about a software switch on FortiGate? (Choose two.) 

A. It can be configured only when FortiGate is operating in NAT mode 

B. Can act as a Layer 2 switch as well as a Layer 3 router 

C. All interfaces in the software switch share the same IP address 

D. It can group only physical interfaces 

Correct Answer: AC 

 

QUESTION 5

A network administrator has enabled full SSL inspection and web filtering on FortiGate. When visiting any HTTPS
websites, the browser reports certificate warning errors. When visiting HTTP websites, the browser does not report
errors. 

What is the reason for the certificate warning errors? 

A. The browser requires a software update. 

B. FortiGate does not support full SSL inspection when web filtering is enabled. 

C. The CA certificate set on the SSL/SSH inspection profile has not been imported into the browser. 

D. There are network connectivity issues. 

Correct Answer: C 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD41394 
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