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QUESTION 1

Which three pieces of information does FortiGate use to identify the hostname of the SSL server when SSL certificate
inspection is enabled? (Choose three.)

A. The subject field in the server certificate

B. The serial number in the server certificate

C. The server name indication (SNI) extension in the client hello message
D. The subject alternative name (SAN) field in the server certificate

E. The host field in the HTTP header

Correct Answer: ACD

Reference: https://checkthefirewall.com/blogs/fortinet/ssl-inspection

QUESTION 2

Refer to the exhibit to view the firewall policy.
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Name © Internet Access
Incoming Interface | [#] port2 -
Outgoing Interface | [# port1 v
Source S all x
+
Destination Eall %
+
Schedule (o always v
Service 3] DNS x
] FTP x
] HTTP x
[ HTTPS x
+
Action V sedall @ DENY
Inspection Mode HETEEEWN Proxy-based
Security Profiles
AntiVirus © VD default v &
Web Filter »
DNS Filter »
Application Control (O
IPS »
Which statement is correct if well-known viruses are not being blocked?
A. The firewall policy does not apply deep content inspection.
B. The firewall policy must be configured in proxy-based inspection mode.
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C. The action on the firewall policy must be set to deny.
D. Web filter should be enabled on the firewall policy to complement the antivirus profile.

Correct Answer: A

QUESTION 3

Which three security features require the intrusion prevention system (IPS) engine to function? (Choose three.)
A. Web filter in flow-based inspection

B. Antivirus in flow-based inspection

C. DNS filter

D. Web application firewall

E. Application control

Correct Answer:. ABE

QUESTION 4

Which two actions can you perform only from the root FortiGate in a Security Fabric? (Choose two.)
A. Shut down/reboot a downstream FortiGate device.

B. Disable FortiAnalyzer logging for a downstream FortiGate device.

C. Log in to a downstream FortiSwitch device.

D. Ban or unban compromised hosts.

Correct Answer: AB

QUESTION 5

Which CLI command allows administrators to troubleshoot Layer 2 issues, such as an IP address conflict?
A. get system status

B. get system performance status

C. diagnose sys top

D. get system arp

Correct Answer: D
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