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QUESTION 1

What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based
mode? 

A. It limits the scope of application control to the browser-based technology category only. 

B. It limits the scope of application control to scan application traffic based on application category only. 

C. It limits the scope of application control to scan application traffic using parent signatures only 

D. It limits the scope of application control to scan application traffic on DNS protocol only. 

Correct Answer: B 

 

QUESTION 2

If the Issuer and Subject values are the same in a digital certificate, which type of entity was the certificate issued to? 

A. A CRL 

B. A person 

C. A subordinate CA 

D. A root CA 

Correct Answer: D 

 

QUESTION 3

Refer to the exhibit. 
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The exhibit contains a network diagram, virtual IP, IP pool, and firewall policies configuration. 

The WAN (port1) interface has the IP address 10.200.1.1/24. The LAN (port3) interface has the IP address 

10 .0.1.254. /24. 

The first firewall policy has NAT enabled using IP Pool. 

The second firewall policy is configured with a VIP as the destination address. 

Which IP address will be used to source NAT the internet traffic coming from a workstation with the IP 

address 10.0.1.10? 
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A. 10.200.1.1 

B. 10.200.3.1 

C. 10.200.1.100 

D. 10.200.1.10 

Correct Answer: A 

 

QUESTION 4

Which two statements are correct about NGFW Policy-based mode? (Choose two.) 

A. NGFW policy-based mode does not require the use of central source NAT policy 

B. NGFW policy-based mode can only be applied globally and not on individual VDOMs 

C. NGFW policy-based mode supports creating applications and web filtering categories directly in a firewall policy 

D. NGFW policy-based mode policies support only flow inspection 

Correct Answer: CD 

 

QUESTION 5

Which three authentication timeout types are availability for selection on FortiGate? (Choose three.) 

A. hard-timeout 

B. auth-on-demand 

C. soft-timeout 

D. new-session 

E. Idle-timeout 

Correct Answer: ADE 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD37221 
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