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QUESTION 1

FortiGate is configured as a policy-based next-generation firewall (NGFW) and is applying web filtering and application
control directly on the security policy. 

Which two other security profiles can you apply to the security policy? (Choose two.) 

A. Antivirus scanning 

B. File filter 

C. DNS filter 

D. Intrusion prevention 

Correct Answer: AD 

 

QUESTION 2

Which certificate value can FortiGate use to determine the relationship between the issuer and the certificate? 

A. Subject Key Identifier value 

B. SMMIE Capabilities value 

C. Subject value 

D. Subject Alternative Name value 

Correct Answer: A 

 

QUESTION 3

Which of the following statements about backing up logs from the CLI and downloading logs from the GUI are true?
(Choose two.) 

A. Log downloads from the GUI are limited to the current filter view 

B. Log backups from the CLI cannot be restored to another FortiGate. 

C. Log backups from the CLI can be configured to upload to FTP as a scheduled time 

D. Log downloads from the GUI are stored as LZ4 compressed files. 

Correct Answer: AB 

 

QUESTION 4

Refer to the exhibit. 
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The exhibit shows the IPS sensor configuration. 

If traffic matches this IPS sensor, which two actions is the sensor expected to take? (Choose two.) 

A. The sensor will allow attackers matching the NTP.Spoofed.KoD.DoS signature. 

B. The sensor will block all attacks aimed at Windows servers. 

C. The sensor will reset all connections that match these signatures. 

D. The sensor will gather a packet log for all matched traffic. 

Correct Answer: AB 

 

QUESTION 5

Refer to the exhibit. 
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Given the security fabric topology shown in the exhibit, which two statements are true? (Choose two.) 

A. There are five devices that are part of the security fabric. 

B. Device detection is disabled on all FortiGate devices. 

C. This security fabric topology is a logical topology view. 

D. There are 19 security recommendations for the security fabric. 

Correct Answer: CD 
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