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QUESTION 1

Which two statements ate true about the Security Fabric rating? (Choose two.) 

A. It provides executive summaries of the four largest areas of security focus. 

B. Many of the security issues can be fixed immediately by click ng Apply where available. 

C. The Security Fabric rating must be run on the root FortiGate device in the Security Fabric. 

D. The Security Fabric rating is a free service that comes bundled with alt FortiGate devices. 

Correct Answer: BC 

FortiGate_Security_6.4_Study_Guide-Online. page 89 

 

QUESTION 2

An administrator has configured a strict RPF check on FortiGate. Which statement is true about the strict RPF check? 

A. The strict RPF check is run on the first sent and reply packet of any new session. 

B. Strict RPF checks the best route back to the source using the incoming interface. 

C. Strict RPF checks only for the existence of at cast one active route back to the source using the incoming interface. 

D. Strict RPF allows packets back to sources with all active routes. 

Correct Answer: B 

 

QUESTION 3

What is the primary FortiGate election process when the HA override setting is disabled? 

A. Connected monitored ports > System uptime > Priority > FortiGate Serial number 

B. Connected monitored ports > HA uptime > Priority > FortiGate Serial number 

C. Connected monitored ports > Priority > HA uptime > FortiGate Serial number 

D. Connected monitored ports > Priority > System uptime > FortiGate Serial number 

Correct Answer: B 

Reference: http://myitmicroblog.blogspot.com/2018/11/what-should-you-know-about-ha-override.html 

 

QUESTION 4

Which three methods are used by the collector agent for AD polling? (Choose three.) 
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A. FortiGate polling 

B. NetAPI 

C. Novell API 

D. WMI 

E. WinSecLog 

Correct Answer: BDE 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD47732 

 

QUESTION 5

Refer to the exhibit. 

Based on the raw log, which two statements are correct? (Choose two.) 

A. Traffic is blocked because Action is set to DENY in the firewall policy. 

B. Traffic belongs to the root VDOM. 

C. This is a security log. 

D. Log severity is set to error on FortiGate. 

Correct Answer: AC 
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