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QUESTION 1

Which two configuration settings are synchronized when FortiGate devices are in an active-active HA cluster? (Choose
two.)

A. FortiGuard web filter cache
B. FortiGate hostname
C.NTP

D. DNS

Correct Answer: CD

QUESTION 2

Which three statements about security associations (SA) in IPsec are correct? (Choose three.)
A. Phase 2 SAs are used for encrypting and decrypting the data exchanged through the tunnel.
B. An SA never expires.

C. A phase 1 SA is bidirectional, while a phase 2 SA is directional.

D. Phase 2 SA expiration can be time-based, volume-based, or both.

E. Both the phase 1 SA and phase 2 SA are bidirectional.

Correct Answer: ACD

QUESTION 3

Refer to the exhibit.
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Client Server
192.168.0.2 0.0.0.50
Explicit Proxy
@ Explicit Web Proxy
Listen on Interfaces _E] pcﬂ_‘l_ b4
+

HTTP Port 8080 -| 8080
HTTPS Port Specify
FTPover HTTP »
Proxy auto-config (PAC) B
Proxy FQDN default fqdn
Max HTTP request length 8 KB
Max HTTP message length 12 _________________ KB
Unknown HTTP version Best Effort giEEss
Realm default
Default Firewall Policy Action  Accept RSl

The exhibits show a network diagram and the explicit web proxy configuration.

In the command diagnose sniffer packet, what filter can you use to capture the traffic between the client and the explicit
web proxy?

A. host 192.168.0.2 and port 8080\\'

oe]

. "host 10.0.0.50 and port 80\\

C. 'host 192.168.0.1 and port 80\

o

. "host 10.0.0.50 and port 8080\

Correct Answer: A
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QUESTION 4

Which certificate value can FortiGate use to determine the relationship between the issuer and the certificate?
A. Subject Key Identifier value

B. SMMIE Capabilities value

C. Subject value

D. Subject Alternative Name value

Correct Answer: A

QUESTION 5

Refer to the exhibit.
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In the network shown in the exhibit, the web client cannot connect to the HTTP web server. The administrator runs the
FortiGate built-in sniffer and gets the output as shown in the exhibit.

What should the administrator do next to troubleshoot the problem?

A. Run a sniffer on the web server.

B. Capture the traffic using an external sniffer connected to port1.

C. Execute another sniffer in the FortiGate, this time with the filter "host 10.0.1.10"
D. Execute a debug flow.

Correct Answer: D
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