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QUESTION 1

Refer to the exhibit.
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Review the Intrusion Prevention System (IPS) profile signature settings. Which statement is correct in adding the
FTP.Login.Failed signature to the IPS sensor profile?

A. The signature setting uses a custom rating threshold.

B. The signature setting includes a group of other signatures.

C. Traffic matching the signature will be allowed and logged.

D. Traffic matching the signature will be silently dropped and logged.
Correct Answer: D

Action is drop, signature default action is listed only in the signature, it would only match if action was set to default.

QUESTION 2

In consolidated firewall policies, IPv4 and IPv6 policies are combined in a single consolidated policy. Instead of separate
policies. Which three statements are true about consolidated IPv4 and IPv6 policy configuration? (Choose three.)

A. The IP version of the sources and destinations in a firewall policy must be different.
B. The Incoming Interface. Outgoing Interface. Schedule, and Service fields can be shared with both IPv4 and IPv6.

C. The policy table in the GUI can be filtered to display policies with IPv4, IPv6 or IPv4 and IPv6 sources and
destinations.

D. The IP version of the sources and destinations in a policy must match.
E. The policy table in the GUI will be consolidated to display policies with IPv4 and IPv6 sources and destinations.

Correct Answer: BDE
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QUESTION 3

Refer to the exhibit.

FortiGate
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Which contains a network diagram and routing table output.
The Student is unable to access Webserver.
What is the cause of the problem and what is the solution for the problem?

A. The first packet sent from Student failed the RPF check. This issue can be resolved by adding a static route to
10.0.4.0/24 through wan1.

B. The first reply packet for Student failed the RPF check. This issue can be resolved by adding a static route to
10.0.4.0/24 through wanl.

C. The first reply packet for Student failed the RPF check. This issue can be resolved by adding a static route to
203.0.114.24/32 through port3.

D. The first packet sent from Student failed the RPF check. This issue can be resolved by adding a static route to
203.0.114.24/32 through port3.

Correct Answer: D

QUESTION 4

Examine this output from a debug flow:
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id=20085 trace id=1 func=print pkt detail 1ine=5363 msg="vd-root received a packet (proto=1,
10.0.1.10:1->10.200.1.254:2048)

from port3. type=B, code=0, id=1l, seg=33."

id=20085 trace id=1 func=init ip session common 1ine=5515 msg="allocate a new session=00000340"

—nc

id=20085 trace id=1 func=vf ip route input common line=2583 msg="find a route: flag=04000000 gw=10.200.1.254 via
poEl”
1d=20085 trace_id=1 func=fw_forward handler line=586 msg="Denied by forward policy check (policy 0)"

Why did the FortiGate drop the packet?

A. The next-hop IP address is unreachable.

B. It failed the RPF check.

C. It matched an explicitly configured firewall policy with the action DENY.
D. It matched the default implicit firewall policy.

Correct Answer: D

https://kb.fortinet.com/kb/documentLink.do?externallD=13900

QUESTION 5
Refer to the exhibit.
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Based on the raw log, which two statements are correct? (Choose two.)
A. Traffic is blocked because Action is set to DENY in the firewall policy.
B. Traffic belongs to the root VDOM.

C. This is a security log.

D. Log severity is set to error on FortiGate.

Correct Answer: AC
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