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QUESTION 1

What is the effect of enabling auto-negotiate on the phase 2 configuration of an IPsec tunnel?

A. FortiGate automatically negotiates different local and remote addresses with the remote peer.

B. FortiGate automatically negotiates a new security association after the existing security association expires.
C. FortiGate automatically negotiates different encryption and authentication algorithms with the remote peer.
D. FortiGate automatically brings up the IPsec tunnel and keeps it up, regardless of activity on the IPsec tunnel.
Correct Answer: D

https://kb.fortinet.com/kb/documentLink.do?externallD=12069

QUESTION 2

Which two statements about FortiGate FSSO agentless polling mode are true? (Choose two.)
A. FortiGate uses the AD server as the collector agent.

B. FortiGate uses the SMB protocol to read the event viewer logs from the DCs.

C. FortiGate does not support workstation check.

D. FortiGate directs the collector agent to use a remote LDAP server.

Correct Answer: BD

Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD47732

QUESTION 3
By default, FortiGate is configured to use HTTPS when performing live web filtering with FortiGuard servers.

Which CLI command will cause FortiGate to use an unreliable protocol to communicate with FortiGuard servers for live
web filtering?

A. set fortiguard-anycast disable
B. set webfilter-force-off disable
C. set webfilter-cache disable
D. set protocol tcp

Correct Answer: A

Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD48294
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QUESTION 4

Examine the IPS sensor configuration shown in the exhibit, and then answer the question below.

IPS Sensor

Name “FII\_DO\VS_SER\'ERS [View IPS Signatures)
Comments
IPS Signatures

+ Add Signatures @ Delete &

MName Exempt |1Ps Severity Target | Service OS5 Action Packet Logging
No matching entries found

IPS Filters
4+ Add Filter ¢ EditFilter & Delete
Filter Details Action Packet Logging
Location:server P
g ) Block o
0S:Windows =

Forward Traffic Logs

o X | © AddFilter

# % Date/Time Source Destination Application Name Result Palicy

1 10:09:03 10.200.1.254 10.200.1.200 HTTPS « 130kB/2.65 kB 2(Web-Server-Access-IPS)
2 10:09:03 10.200.1.254 10.200.1.200 HTTPS ¥ 1.30kB/265 kB 2(Web-Server-Access-IPS)
3 10:09:02 10.200.1.254 10.200.1.200 HTTPS ¥ 1 30kB/i265 kB 2(Web-Server-Access-IPS)
4 10:09:02 10.2001.254 10.200.1.200 HTTPS ¥ 1.30kB/i2.65 kB 2(Web-Server-Access-IPS)
5 10:08:01 10.200.1.254 10.200.1.200 HTTPS ¥ 1.30kB/2.65 kB 2(Web-Server-Access-IPS)
i 10.08.59 10.200.1.254 10.200.1.200 HTTPS ¥ 1.30kB/265 kB 2(Web-Server-Access-IPS)
7 10:08:57 10.200.1.254 10.200.1.200 HTTPS ¥ 1.30kB/2.65 kB 2(Web-Server-AccessIPS)
8 10:08:57 10.200.1.254 10.200.1.200 HTTPS ¥ 1.30kB/2.65 kB 2(Web-Server-Access-IPS)
] 10:08:57 10.200.1.254 10.200.1.200 HTTPS ¥ 1.30kB/i2.65 kB 2(\Web-Server-Access-IPS)
10 10:08:57 102001254 10.200.1.200 HTTPS ¥ 1.30kB/2.65 kB 2(Web-5erver-AccessIPS)

An administrator has configured the WINDOWS_SERVERS IPS sensor in an attempt to determine whether the influx of
HTTPS traffic is an attack attempt or not. After applying the IPS sensor, FortiGate is still not generating any IPS logs for
the HTTPS traffic.

What is a possible reason for this?

A. The IPS filter is missing the Protocol: HTTPS option.

B. The HTTPS signatures have not been added to the sensor.
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C. A DoS policy should be used, instead of an IPS sensor.
D. A DoS policy should be used, instead of an IPS sensor.
E. The firewall policy is not using a full SSL inspection profile.

Correct Answer: E

QUESTION 5

An administrator observes that the portl interface cannot be configured with an IP address. What can be the reasons for
that? (Choose three.)

A. The interface has been configured for one-arm sniffer.
B. The interface is a member of a virtual wire pair.

C. The operation mode is transparent.

D. The interface is a member of a zone.

E. Captive portal is enabled in the interface.

Correct Answer: ABC

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-whats-new-54/Top_VirtualWirePair.htm
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