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QUESTION 1

Which two inspection modes can you use to configure a firewall policy on a profile-based next-generation firewall
(NGFW)? (Choose two.)

A. Proxy-based inspection
B. Certificate inspection

C. Flow-based inspection
D. Full Content inspection

Correct Answer: AC

QUESTION 2

What is the limitation of using a URL list and application control on the same firewall policy, in NGFW policy-based
mode?

A. It limits the scope of application control to the browser-based technology category only.

B. It limits the scope of application control to scan application traffic based on application category only.
C. It limits the scope of application control to scan application traffic using parent signatures only

D. It limits the scope of application control to scan application traffic on DNS protocol only.

Correct Answer: B

QUESTION 3

Refer to the exhibits.
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Exhibit A
Edit Policy
Mame 0 Facebook S51 Inspection
Incoming Interface S port2 ad
Outgoing Interface W portl -
Source all x
Destination all
Service @ ALL x

Firewall / Network Options

o Central NAT is enabled so NAT settings from matching Central
SNAT policies will be applied.

Security Profiles

SSLInspection [0 certificate-inspection - 3

Exhibit B
Edit Policy
Name © Facebook Access
Incoming Interface M port2 -
Outgoing Interface M port1 -
Source all x
Destination all X
Schedule (8 always v
Service _ Specify
Application Facebook x
Facebook_Like.Button & x
Facebook_Video.Play x
URL Category +
Action @ DENY
Firewall / Network Options
Protocol Options 8 default - 7

The exhibits show the SSL and authentication policy (Exhibit A) and the security policy (Exhibit B) tor Facebook.
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Users are given access to the Facebook web application. They can play video content hosted on Facebook but they are
unable to leave reactions on videos or other types of posts.

Which part of the policy configuration must you change to resolve the issue?
A. The SSL inspection needs to be a deep content inspection.

B. Force access to Facebook using the HTTP service.

C. Additional application signatures are required to add to the security policy.
D. Add Facebook in the URL category in the security policy.

Correct Answer: A

The lock logo behind Facebook_like.Button indicates that SSL Deep Inspection is Required.

QUESTION 4

An administrator has configured a route-based IPsec VPN between two FortiGate devices. Which statement about this
IPsec VPN configuration is true?

A. A phase 2 configuration is not required.

B. This VPN cannot be used as part of a hub-and-spoke topology.

C. Avirtual IPsec interface is automatically created after the phase 1 configuration is completed.
D. The IPsec firewall policies must be placed at the top of the list.

Correct Answer: C

In a route-based configuration, FortiGate automatically adds a virtual interface eith the VPN name (Infrastructure Study
Guide, 206)

QUESTION 5

When a firewall policy is created, which attribute is added to the policy to support recording logs to a FortiAnalyzer or a
FortiManager and improves functionality when a FortiGate is integrated with these devices?

A. Log ID

B. Universally Unigue Identifier
C. Policy ID

D. Sequence ID

Correct Answer: B

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/handbook/554066/firewall-policies
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