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QUESTION 1

Which two attributes are required on a certificate so it can be used as a CA certificate on SSL Inspection? (Choose
two.) 

A. The keyUsage extension must be set to keyCertSign. 

B. The common name on the subject field must use a wildcard name. 

C. The issuer must be a public CA. 

D. The CA extension must be set to TRUE. 

Correct Answer: AD 

 

Reference: https://www.reddit.com/r/fortinet/comments/c7j6jg/recommended_ssl_cert/ 

 

QUESTION 2

Which three criteria can a FortiGate use to look for a matching firewall policy to process traffic? (Choose three.) 

A. Source defined as Internet Services in the firewall policy. 

B. Destination defined as Internet Services in the firewall policy. 

C. Highest to lowest priority defined in the firewall policy. 

D. Services defined in the firewall policy. 

E. Lowest to highest policy ID number. 

Correct Answer: ABD 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD47435 

 

QUESTION 3

Which three authentication timeout types are availability for selection on FortiGate? (Choose three.) 

A. hard-timeout 

B. auth-on-demand 

C. soft-timeout 

D. new-session 

E. Idle-timeout 

NSE4_FGT-7.0 PDF Dumps | NSE4_FGT-7.0 VCE Dumps | NSE4_FGT-7.0 Practice Test                               2 / 4

https://www.geekcert.com/nse4_fgt-7-0.html
https://www.geekcert.com/nse4_fgt-7-0.html
https://www.geekcert.com/nse4_fgt-7-0.html


https://www.geekcert.com/nse4_fgt-7-0.html
2024 Latest geekcert NSE4_FGT-7.0 PDF and VCE dumps Download

Correct Answer: ADE 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD37221 

 

QUESTION 4

Refer to the exhibits. 

The SSL VPN connection fails when a user attempts to connect to it. What should the user do to successfully connect to
SSL VPN? 

A. Change the SSL VPN port on the client. 

B. Change the Server IP address. 

C. Change the idle-timeout. 

D. Change the SSL VPN portal to the tunnel. 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortigate/5.4.0/cookbook/150494 

 

QUESTION 5

An administrator needs to configure VPN user access for multiple sites using the same soft FortiToken. Each site has a
FortiGate VPN gateway. 

What must an administrator do to achieve this objective? 

A. The administrator can register the same FortiToken on more than one FortiGate. 
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B. The administrator must use a FortiAuthenticator device. 

C. The administrator can use a third-party radius OTP server. 

D. The administrator must use the user self-registration server. 

Correct Answer: B 
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