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QUESTION 1

Refer to the exhibit. 

Which contains a session list output. Based on the information shown in the exhibit, which statement is true? 

A. Destination NAT is disabled in the firewall policy. 

B. One-to-one NAT IP pool is used in the firewall policy. 

C. Overload NAT IP pool is used in the firewall policy. 

D. Port block allocation IP pool is used in the firewall policy. 

Correct Answer: B 

FortiGate_Security_6.4 page 155 . In one-to-one, PAT is not required. 

 

QUESTION 2

Examine this output from a debug flow: 

Why did the FortiGate drop the packet? 

A. The next-hop IP address is unreachable. 

B. It failed the RPF check . 
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C. It matched an explicitly configured firewall policy with the action DENY. 

D. It matched the default implicit firewall policy. 

Correct Answer: D 

https://kb.fortinet.com/kb/documentLink.do?externalID=13900 https://www.fortinetguru.com/2016/03/what-is-policy-
id-0-and-why-lot-of-denied-traffic-on-this-policy/ 

 

QUESTION 3

An administrator has configured outgoing Interface any in a firewall policy. Which statement is true about the policy list
view? 

A. Policy lookup will be disabled. 

B. By Sequence view will be disabled. 

C. Search option will be disabled 

D. Interface Pair view will be disabled. 

Correct Answer: D 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD47821 

 

QUESTION 4

Which two statements ate true about the Security Fabric rating? (Choose two.) 

A. It provides executive summaries of the four largest areas of security focus. 

B. Many of the security issues can be fixed immediately by clicking Apply where available. 

C. The Security Fabric rating must be run on the root FortiGate device in the Security Fabric. 

D. The Security Fabric rating is a free service that comes bundled with alt FortiGate devices. 

Correct Answer: BC 

Reference: https://docs.fortinet.com/document/fortigate/6.4.0/administration-guide/292634/security-rating 

 

QUESTION 5

Which statement correctly describes the use of reliable logging on FortiGate? 

A. Reliable logging is enabled by default in all configuration scenarios. 

B. Reliable logging is required to encrypt the transmission of logs. 

C. Reliable logging can be configured only using the CLI. 
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D. Reliable logging prevents the loss of logs when the local disk is full. 

Correct Answer: B 

FortiGate Security 7.2 Study Guide (p.192): "if using reliable logging, you can encrypt communications using SSL-
encrypted OFTP traffic, so when a log message is generated, it is safely transmitted across an unsecure network. You
can choose the level of SSL protection used by configuring the enc-algorithm setting on the CLI." 
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