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QUESTION 1

Which three methods are used by the collector agent for AD polling? (Choose three.) 

A. FortiGate polling 

B. NetAPI 

C. Novell API 

D. WMI 

E. WinSecLog 

Correct Answer: BDE 

FortiGate Infrastructure 7.2 Study Guide (p.127-128): "As previously stated, collector agent-based polling mode has
three methods (or options) for collecting login information. The order on the slide from left to right shows most
recommend to 

least recommended: 

(WMI, WinSecLog, and NetAPI)" 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD47732 

 

QUESTION 2

What inspection mode does FortiGate use if it is configured as a policy-based next- generation firewall (NGFW)? 

A. Full Content inspection 

B. Proxy-based inspection 

C. Certificate inspection 

D. Flow-based inspection 

Correct Answer: D 

 

QUESTION 3

Which three security features require the intrusion prevention system (IPS) engine to function? (Choose three.) 

A. Web filter in flow-based inspection 

B. Antivirus in flow-based inspection 

C. DNS filter 

D. Web application firewall 
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E. Application control 

Correct Answer: ABE 

https://docs.fortinet.com/document/fortigate/7.0.0/new-features/739623/dns-filter-handled-by-ips-engine-in-flow-mode 

 

QUESTION 4

On FortiGate, which type of logs record information about traffic directly to and from the FortiGate management IP
addresses? 

A. System event logs 

B. Forward traffic logs 

C. Local traffic logs 

D. Security logs 

Correct Answer: C 

Reference: https://docs.fortinet.com/document/fortigate/5.4.0/cookbook/476970 Traffic logs record the traffic flowing
through your FortiGate unit. Since traffic needs firewall policies to properly flow through FortiGate, this type of logging is
also called firewall policy logging. Firewall policies control all traffic attempting to pass through the FortiGate unit,
between FortiGate interfaces, zones, and VLAN sub-interfaces. FortiGate Security 7.2 Study Guide (p.176): "Local
traffic logs contain information about traffic directly to and from the FortiGate management IP addresses. They also
include connections to the GUI and FortiGuard queries." 

 

QUESTION 5

An administrator wants to configure Dead Peer Detection (DPD) on IPSEC VPN for detecting dead tunnels. The
requirement is that FortiGate sends DPD probes only when no traffic is observed in the tunnel. 

Which DPD mode on FortiGate will meet the above requirement? 

A. Disabled 

B. On Demand 

C. Enabled 

D. On Idle 

Correct Answer: D 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD40813 
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