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QUESTION 1

An administrator is running the following sniffer command:

Which three pieces of Information will be Included in me sniffer output? {Choose three.)
A. Interface name

B. Packet payload

C. Ethernet header

D. IP header

E. Application header

Correct Answer: ABD

QUESTION 2

Refer to the exhibit to view the firewall policy.
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Edit Policy
Name O Internet_Access
Incoming Interface ™ port2 x
+
Outgoing Interface ™ portl x
+
Source & al x
+
Destination = all »
+
Schedule o always -
Service @ DNS x
FTP x
HTTP x
@ HTTPS »®

+
Action @ DENY
Inspection Mode Proxy-based

Firewall/Network Options
NAT [ &

IP Pool Configuration Use Outgoing Interface Address RUTIRGET S I

Preserve Source Port (B

Protocol Options L default v 7
Security Profiles

AntiVirus O default v 7
Web Filter ]

DNSFilter ®

Application Control (B

IPS »

File Filter 9

SSL Inspection BN certificate-inspection | &
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Why would the firewall policy not block a well-known virus, for example eicar?

https://lwww.geekcert.com/nse4_fgt-7-2.html
2024 Latest geekcert NSE4 FGT-7.2 PDF and VCE dumps Download

A. Web filter is not enabled on the firewall policy to complement the antivirus profile.

B. The firewall policy is not configured in proxy-based inspection mode.

C. The firewall policy does not apply deep content inspection.

D. The action on the firewall policy is not set to deny.

Correct Answer: C

QUESTION 3

Refer to the exhibit.

Username

Type

Comments
Administrator Profile

Email Address

P SM5

Administrator

Local User

Match a user on a remote server group
Match all users in a remote server group

Use public key infrastructure (PKI) group
prof_admin -

admin@xyz.com

“» Two-factor Authentication
D Restrict login to trusted hosts

2 Restrict admin to guest account provisioning only

8 Change Password

The global settings on a FortiGate device must be changed to align with company security policies. What does the
Administrator account need to access the FortiGate global settings?

A. Change password

B. Enable restrict access to trusted hosts

C. Change Administrator profile

D. Enable two-factor authentication
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Correct Answer: C

Reference: https://kb.fortinet.com/kb/documentLink .do?externallD=FD34502

QUESTION 4

Which two statements are true about the FGCP protocol? (Choose two.)
A. FGCP elects the primary FortiGate device.

B. FGCP is not used when FortiGate is in transparent mode.

C. FGCP runs only over the heartbeat links.

D. FGCP is used to discover FortiGate devices in different HA groups.
Correct Answer: AC

The FGCP (FortiGate Clustering Protocol) is a protocol that is used to manage high availability (HA) clusters of
FortiGate devices. It performs several functions, including the following:

FGCP elects the primary FortiGate device: In an HA cluster, FGCP is used to determine which FortiGate device will be
the primary device, responsible for handling traffic and making decisions about what to allow or block. FGCP uses a

variety of factors, such as the device\\'s priority, to determine which device should be the primary.

FGCP runs only over the heartbeat links: FGCP communicates between FortiGate devices in the HA cluster using the
heartbeat links. These are dedicated links that are used to exchange status and control information between the
devices.

FGCP does not run over other types of links, such as data links.

Reference:
https://docs.fortinet.com/document/fortigate/6.4.0/ports-and-protocols/564712/fgcp-fortigate-clustering-protocol
FortiGate Infrastructure 7.2 Study Guide (p.292): "FortiGate HA uses the Fortinet- proprietary FortiGate Clustering
Protocol (FGCP) to discover members, elect the primary FortiGate, synchronize data among members, and monitor the

health

of members. To discover and monitor members, the members broadcast heartbeat packets over all configured
heartbeat interfaces."

QUESTION 5

To complete the final step of a Security Fabric configuration, an administrator must authorize all the devices on which
device?

A. FortiManager
B. Root FortiGate

C. FortiAnalyzer
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D. Downstream FortiGate

Correct Answer: B
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