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QUESTION 1

View the exhibit. 

Which of the following statements are correct? (Choose two.) 
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A. This setup requires at least two firewall policies with the action set to IPsec. 

B. Dead peer detection must be disabled to support this type of IPsec setup. 

C. The TunnelB route is the primary route for reaching the remote site. The TunnelA route is used only if the TunnelB
VPN is down. 

D. This is a redundant IPsec setup. 

Correct Answer: CD 

https://docs.fortinet.com/document/fortigate/6.2.4/cookbook/632796/ospf-with-ipsec-vpn-for-network-redundancy 

 

QUESTION 2

Which of the following are valid actions for FortiGuard category based filter in a web filter profile ui proxy-based
inspection mode? (Choose two.) 

A. Warning 

B. Exempt 

C. Allow 

D. Learn 

Correct Answer: AC 

 

QUESTION 3

Refer to the exhibit. 

The exhibit shows a diagram of a FortiGate device connected to the network, the firewall policy and VIP configuration on
the FortiGate device, and the routing table on the ISP router. 

When the administrator tries to access the web server public address (203.0.113.2) from the internet, the connection
times out. At the same time, the administrator runs a sniffer on FortiGate to capture incoming web traffic to the server
and does not see any output. 
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Based on the information shown in the exhibit, what configuration change must the administrator make to fix the
connectivity issue? 

A. Configure a loopback interface with address 203.0.113.2/32. 

B. In the VIP configuration, enable arp-reply. 

C. Enable port forwarding on the server to map the external service port to the internal service port. 

D. In the firewall policy configuration, enable match-vip. 

Correct Answer: B 

FortiGate Security 7.2 Study Guide (p.115): "Enabling ARP reply is usually not required in most networks because the
routing tables on the adjacent devices contain the correct next hop information, so the networks are reachable.
However, sometimes the routing configuration is not fully correct, and having ARP reply enabled can solve the issue for
you. For this reason, it\\'s a best practice to keep ARP reply enabled." 

 

QUESTION 4

An administrator wants to configure Dead Peer Detection (DPD) on IPSEC VPN for detecting dead tunnels. The
requirement is that FortiGate sends DPD probes only when no traffic is observed in the tunnel. 

Which DPD mode on FortiGate will meet the above requirement? 

A. Disabled 

B. On Demand 

C. Enabled 

D. On Idle 
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Correct Answer: D 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD40813 

 

QUESTION 5

Which two types of traffic are managed only by the management VDOM? (Choose two.) 

A. FortiGuard web filter queries 

B. PKI 

C. Traffic shaping 

D. DNS 

Correct Answer: AD 

FortiGate Infrastructure 7.2 Study Guide (p.73): "What about traffic originating from FortiGate? Some system daemons,
such as NTP and FortiGuard updates, generate traffic coming from FortiGate. Traffic coming from FortiGate to those
global services originates from the management VDOM. One, and only one, of the VDOMs on a FortiGate device is
assigned the role of the management VDOM. It is important to note that the management VDOM designation is solely
for traffic originated by FortiGate, such as FortiGuard updates, and has no effect on traffic passing through FortiGate." 
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