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QUESTION 1

When configuring a firewall virtual wire pair policy, which following statement is true? 

A. Any number of virtual wire pairs can be included, as long as the policy traffic direction is the same. 

B. Only a single virtual wire pair can be included in each policy. 

C. Any number of virtual wire pairs can be included in each policy, regardless of the policy traffic direction settings. 

D. Exactly two virtual wire pairs need to be included in each policy. 

Correct Answer: A 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD48690 

 

QUESTION 2

Refer to the exhibit. 

Which contains a session diagnostic output. Which statement is true about the session diagnostic output? 

A. The session is in SYN_SENT state. 

B. The session is in FIN_ACK state. 

C. The session is in FTN_WAIT state. 

D. The session is in ESTABLISHED state. 

Correct Answer: A 
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Indicates TCP (proto=6) session in SYN_SENT state (proto=state=2)
https://kb.fortinet.com/kb/viewContent.do?externalId=FD30042 

 

QUESTION 3

Refer to the exhibit, which contains a static route configuration. An administrator created a static route for Amazon Web
Services. 

Which CLI command must the administrator use to view the route? 

A. get router info routing-table database 

B. diagnose firewall route list 

C. get internet-service route list 

D. get router info routing-table all 

Correct Answer: B 

ISDB static route will not create entry directly in routing-table. Reference:
https://community.fortinet.com/t5/FortiGate/Technical-Tip-Creating-a-static-route-for- Predefined-Internet/ta-p/198756
and here https://community.fortinet.com/t5/FortiGate/Technical-Tip-Verify-the-matching- policy-route/ta-p/190640 

FortiGate Infrastructure 7.2 Study Guide (p.16 and p.59): "Even though they are configured as static routes, ISDB
routes are actually policy routes and take precedence over any other routes in the routing table. As such, ISDB routes
are added to the policy routing table." "FortiOS maintains a policy route table that you can view by running the diagnose
firewall proute list command." 

 

QUESTION 4

How does FortiGate act when using SSL VPN in web mode? 

A. FortiGate acts as an FDS server. 

B. FortiGate acts as an HTTP reverse proxy. 

C. FortiGate acts as DNS server. 
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D. FortiGate acts as router. 

Correct Answer: B 

Reference: https://pub.kb.fortinet.com/ksmcontent/Fortinet-Public/current/Fortigate_v4.0MR3/fortigate-
sslvpn-40-mr3.pdf 

 

QUESTION 5

FortiGate is configured as a policy-based next-generation firewall (NGFW) and is applying web filtering and application
control directly on the security policy. 

Which two other security profiles can you apply to the security policy? (Choose two.) 

A. Antivirus scanning 

B. File filter 

C. DNS filter 

D. Intrusion prevention 

Correct Answer: AD 

Security policy: If the traffic is allowed as per the consolidated policy, FortiGate will then process it based on the security
policy to analyze additional criteria, such as URL categories for web filtering and application control. Also, if enabled, the
security policy further inspects traffic using security profiles such as IPS and AV. 
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