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QUESTION 1

Which of statement is true about SSL VPN web mode?

A. The tunnel is up while the client is connected.

B. It supports a limited number of protocols.

C. The external network application sends data through the VPN.
D. It assigns a virtual IP address to the client.

Correct Answer: B

FortiGate_Security_6.4 page 575 - Web mode requires only a web browser, but supports a limited number of protocols.

QUESTION 2

An administrator must disable RPF check to investigate an issue.

Which method is best suited to disable RPF without affecting features like antivirus and intrusion prevention system?
A. Enable asymmetric routing, so the RPF check will be bypassed.

B. Disable the RPF check at the FortiGate interface level for the source check.

C. Disable the RPF check at the FortiGate interface level for the reply check .

D. Enable asymmetric routing at the interface level.

Correct Answer: B

Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD33955

QUESTION 3

Refer to the exhibits.

Exhibit A shows a network diagram. Exhibit B shows the firewall policy configuration and a VIP object configuration.
The WAN (portl) interface has the IP address 10.200.1.1/24.

The LAN (port3) interface has the IP address 10.0.1.254/24.
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10.200.3.1

"Exhibit A | Exhibit B

MName

WebServer

From

= WAN [port1)

To

= LAN [port3)

Source
2 al

Destination

& viP

Schedule

Service

I always @ ALL

Action

MNAT

~ ACCEPT @ Enabled

Edit Virtual IP

VIP type

MName

Comments

Color

Network
Interface

Type

Mapto

IPv4
VvIP

& Change

External IP address/range €

Static NAT
10.200.1.10

# 0/255

IPv4 address/range 100.1.10

O Optional Filters

& Port Forwarding
UDP SCTP | ICMP

EEEETRERY Many tomany
10443
443

Protocol

Port Mapping Type
External service port €
Map to IPv4 port

If the host 10.200.3.1 sends a TCP SYN packet on port 10443 to 10.200.1.10, what will the source address, destination
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address, and destination port of the packet be, after FortiGate forwards the packet to the destination?

A. 10.0.1.254, 10.0.1.10, and 443, respectively

B. 10.0.1.254, 10.200.1.10, and 443, respectively

C. 10.200.3.1, 10.0.1.10, and 443, respectively

D. 10.0.1.254, 10.0.1.10, and 10443, respectively

Correct Answer: A

Translations:

10.200.3.1 --> 10.0.1.254 because NAT enable in firewall policy

10.200.1.10 --> 10.0.1.10 because VIP as Destination 10443 --> 443 because Port Forwarding enabled on VIP

Reference and download study guide: https://ebin.pub/fortinet-fortigate-security-study-guide-for-fortios-72.html

QUESTION 4

Why does FortiGate keep TCP sessions in the session table for some seconds even after both sides (client and server)
have terminated the session?

A. To remove the NAT operation.

B. To generate logs

C. To finish any inspection operations.

D. To allow for out-of-order packets that could arrive after the FIN/ACK packets.

Correct Answer: D

QUESTION 5

Refer to the exhibit.
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FortiGate

'.-.'ﬂnEl_pﬂﬂ_?. ]

Webserver
wan1(port1) 0. ..

3

.

Student

Which contains a network diagram and routing table output.
The Student is unable to access Webserver.
What is the cause of the problem and what is the solution for the problem?

A. The first packet sent from Student failed the RPF check. This issue can be resolved by adding a static route to
10.0.4.0/24 through wan1.

B. The first reply packet for Student failed the RPF check. This issue can be resolved by adding a static route to
10.0.4.0/24 through wan1.

C. The first reply packet for Student failed the RPF check . This issue can be resolved by adding a static route to 203.0.
114.24/32 through port3.

D. The first packet sent from Student failed the RPF check. This issue can be resolved by adding a static route to 203.0.
114.24/32 through port3.

Correct Answer: D
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