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QUESTION 1

Which two events can trigger FortiEDR NGAV policy violations? (Choose two.) 

A. When a malicious file attempts to communicate externally 

B. When a malicious file is executed 

C. When a malicious file is read 

D. When a malicious file attempts to access data 

Correct Answer: BC 

NGAV reacts when a file is Saved, Read, or Executed Page 79 of the guide 

 

QUESTION 2

Refer to the exhibits. 
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The exhibits show application policy logs and application details Collector C8092231196 is a member of the Finance
group What must an administrator do to block the FileZilia application? 

A. Deny application in Finance policy 

B. Assign Finance policy to DBA group 

C. Assign Finance policy to Default Collector Group 

D. Assign Simulation Communication Control Policy to DBA group 

Correct Answer: B 

 

QUESTION 3

A company requires a global communication policy for a FortiEDR multi-tenant environment. 

How can the administrator achieve this? 
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A. An administrator creates a new communication control policy and shares it with other organizations 

B. A local administrator creates new a communication control policy and shares it with other organizations 

C. A local administrator creates a new communication control policy and assigns it globally to all organizations 

D. An administrator creates a new communication control policy for each organization 

Correct Answer: C 

 

QUESTION 4

Refer to the exhibit. 
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Based on the threat hunting event details shown in the exhibit, which two statements about the event are true? (Choose
two.) 

A. The PING EXE process was blocked 

B. The user fortinet has executed a ping command 

C. The activity event is associated with the file action 
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D. There are no MITRE details available for this event 

Correct Answer: BD 

 

QUESTION 5

Refer to the exhibits. 
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The exhibits show the collector state and active connections. The collector is unable to connect to aggregator IP
address 10.160.6.100 using default port. Based on the netstat command output what must you do to resolve the
connectivity issue? 
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A. Reinstall collector agent and use port 443 

B. Reinstall collector agent and use port 8081 

C. Reinstall collector agent and use port 555 

D. Reinstall collector agent and use port 6514 

Correct Answer: B 
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