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QUESTION 1

When installing a FortiEDR collector, why is a "Registration Password\\' for collectors needed?
A. To restrict installation and uninstallation of collectors

B. To verify Fortinet support request

C. To restrict access to the management console

D. To verify new group assignment

Correct Answer: A

QUESTION 2

Refer to the exhibit.
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[I] process creation

Summary e rmd.exe #++PING.EXE 14-Feb-2022 12:33
I ——
[=] status @ Running Internal [P 10.122.0.160
RZR2-kmiv63 Up time Gmin, Gsec
- 64
0f cmd.exe PID-8180 TID-8184 &
Path C:A\ Windows' System3 2\ cmd.exe
Executing use RZD2-KVM63 '\ fortinet
Product Microsofl &£ Windows §0perating System, v10.00.12041.746

SHAT F1EFEOFDDC1SGE4C61CSF7BASHETOOE4ETA84D55D

Process Creation

& -~ Gt
[ PINGEXE  PID-5764 © &

Path Gy Windows'\ System32\PING.EXE
Executing user RZD2-KVM63\fortinet
Parent Y Device\ HarddiskVeolume 2 Windows' System 32\ cmd.exe 1D-8180
Prc -| uct Microsofi® Windows §Operating System, v10.0.19041. 1
SHA1 OC13CB54A4FFO2B7OD0OCARR0EF67OB4C4ECCFS18
Command line fortinet.com

Based on the threat hunting event details shown in the exhibit, which two statements about the event are true? (Choose
two.)

A. The PING EXE process was blocked
B. The user fortinet has executed a ping command

C. The activity event is associated with the file action
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D. There are no MITRE details available for this event

Correct Answer: BD

QUESTION 3

What is the benefit of using file hash along with the file name in a threat hunting repository search?
A. It helps to make sure the hash is really a malware

B. It helps to check the malware even if the malware variant uses a different file name

C. It helps to find if some instances of the hash are actually associated with a different file

D. It helps locate a file as threat hunting only allows hash search

Correct Answer: B

QUESTION 4

What is the role of a collector in the communication control policy?

A. A collector blocks unsafe applications from running

B. A collector is used to change the reputation score of any application that collector runs
C. A collector records applications that communicate externally

D. A collector can quarantine unsafe applications from communicating

Correct Answer: C

QUESTION 5

What is the purpose of the Threat Hunting feature?

A. Delete any file from any collector in the organization

B. Find and delete all instances of a known malicious file or hash in the organization
C. Identify all instances of a known malicious file or hash and notify affected users
D. Execute playbooks to isolate affected collectors in the organization

Correct Answer: B

"Threat hunting allows management console users to find and remediate dormant threats before they execute.
Essentially it\'s a search and destroy operation."”
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