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QUESTION 1

On the RAID management page, the disk status is listed as Initializing. 

What does the status Initializing indicate about what the FortiAnalyzer is currently doing? 

A. FortiAnalyzer is ensuring that the parity data of a redundant drive is valid 

B. FortiAnalyzer is writing data to a newly added hard drive to restore it to an optimal state 

C. FortiAnalyzer is writing to all of its hard drives to make the array fault tolerant 

D. FortiAnalyzer is functioning normally 

Correct Answer: C 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/4cb0dce6-dbef-11e9-89770050569
2583a/FortiAnalyzer-5.6.10-Administration-Guide.pdf (40) 

 

QUESTION 2

In order for FortiAnalyzer to collect logs from a FortiGate device, what configuration is required? (Choose two.) 

A. Remote logging must be enabled on FortiGate 

B. Log encryption must be enabled 

C. ADOMs must be enabled 

D. FortiGate must be registered with FortiAnalyzer 

Correct Answer: AD 

Pg 70: "after you add and register a FortiGate device with the FortiAnalyzer unit, you must also ensure that the
FortiGate device is configured to send logs to the FortiAnalyzer unit."
https://docs.fortinet.com/uploaded/files/4614/FortiAnalyzer-5.4.6-Administration%20Guide.pdf Pg 45: "ADOMs must be
enabled to support the logging and reporting of NON- FORTIGATE devices, such as FortiCarrier, FortiClientEMS,
FortiMail, FortiWeb, FortiCache, and FortiSandbox." 

 

QUESTION 3

What are two of the key features of FortiAnalyzer? (Choose two.) 

A. Centralized log repository 

B. Cloud-based management 

C. Reports 

D. Virtual domains (VDOMs) 
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Correct Answer: AC 

 

QUESTION 4

Which two constraints can impact the amount of reserved disk space required by FortiAnalyzer? (Choose two.) 

A. License type 

B. Disk size 

C. Total quota 

D. RAID level 

Correct Answer: BD 

Reference: https://docs.fortinet.com/document/fortianalyzer/6.0.5/administration-guide/929977/diskspaceallocation 

 

QUESTION 5

View the exhibit. 

What does the data point at 14:35 tell you? 

A. FortiAnalyzer is dropping logs. 

B. FortiAnalyzer is indexing logs faster than logs are being received. 

C. FortiAnalyzer has temporarily stopped receiving logs so older logs\\' can be indexed. 

D. The sqlplugind daemon is ahead in indexing by one log. 

Correct Answer: D 

Logs are received then they are indexed, no logging server in the world can index logs faster than they are received.
When FAZ receives raw logs, they are inserted (indexed) by the SQL database and the sqlplugind daemon, this graph
shows that FAZ received 3 logs and sqlplugind indexed 4. 
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