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QUESTION 1

Which statements are true regarding securing communications between FortiAnalyzer and FortiGate with SSL?
(Choose two.) 

A. SSL is the default setting. 

B. SSL communications are auto-negotiated between the two devices. 

C. SSL can send logs in real-time only. 

D. SSL encryption levels are globally set on FortiAnalyzer. 

E. FortiAnalyzer encryption level must be equal to, or higher than, FortiGate. 

Correct Answer: AD 

 

QUESTION 2

Logs are being deleted from one of your ADOMs earlier that the configured setting for archiving in your data policy.
What is the most likely problem? 

A. The total disk space is insufficient and you need to add other disk. 

B. CPU resources are too high. 

C. The ADOM disk quota is set too low based on log rates. 

D. Logs in that ADOM are being forwarded in real-time to another FortiAnalyzer device. 

Correct Answer: C 

 

QUESTION 3

Which two statements about log forwarding are true? (Choose two.) 

A. Forwarded logs cannot be filtered to match specific criteria. 

B. Logs are forwarded in real-time only. 

C. The client retains a local copy of the logs after forwarding. 

D. You can use aggregation mode only with another FortiAnalyzer. 

Correct Answer: BC 

Reference: www.fortinetguru.com/2020/07/log-forwarding-fortianalyzer-fortios-6-2-3/ 

 

QUESTION 4
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What can the CLI command # diagnose test application oftpd 3 help you to determine? 

A. What devices and IP addresses are connecting to FortiAnalyzer 

B. What logs, if any, are reaching FortiAnalyzer 

C. What ADOMs are enabled and configured 

D. What devices are registered and unregistered 

Correct Answer: A 

 

QUESTION 5

What FortiGate process caches logs when FortiAnalyzer is not reachable? 

A. logfiled 

B. sqlplugind 

C. oftpd 

D. miglogd 

Correct Answer: D 

Reference: https://forum.fortinet.com/tm.aspx?m=143106 
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