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QUESTION 1

FortiAnalyzer uses the Optimized Fabric Transfer Protocok (OFTP) over SSL for what purpose? 

A. To upload logs to an SFTP server 

B. To prevent log modification during backup 

C. To send an identical set of logs to a second logging server 

D. To encrypt log communication between devices 

Correct Answer: D 

 

QUESTION 2

What are analytics logs on FortiAnalyzer? 

A. Log type Traffic logs. 

B. Logs that roll over when the log file reaches a specific size. 

C. Logs that are indexed and stored in the SQL. 

D. Raw logs that are compressed and saved to a log file. 

Correct Answer: C 

 

QUESTION 3

FortiAnalyzer centralizes which functions? (Choose three) 

A. Network analysis 

B. Graphical reporting 

C. Content archiving / data mining 

D. Vulnerability assessment 

E. Security log analysis / forensics 

Correct Answer: BCE 

 

QUESTION 4

Which statements are true regarding securing communications between FortiAnalyzer and FortiGate with SSL?
(Choose two.) 
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A. SSL is the default setting. 

B. SSL communications are auto-negotiated between the two devices. 

C. SSL can send logs in real-time only. 

D. SSL encryption levels are globally set on FortiAnalyzer. 

E. FortiAnalyzer encryption level must be equal to, or higher than, FortiGate. 

Correct Answer: AD 

 

QUESTION 5

If a hard disk fails on a FortiAnalyzer that supports software RAID, what should you do to bring the 

FortiAnalyzer back to functioning normally, without losing data? 

A. Hot swap the disk 

B. Replace the disk and rebuild the RAID manually 

C. Take no action if the RAID level supports a failed disk 

D. Shut down FortiAnalyzer and replace the disk 

Correct Answer: D 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD46446#:~:text=On%20FortiAnalyzer%
2FFortiManager%20devices%20that,to%20exchanging%20the%20hard%20disk. 

If a hard disk on a FortiAnalyzer unit fails, it must be replaced. On FortiAnalyzer devices that support hardware RAID,
the hard disk can be replaced while the unit is still running ?known as hot swapping. On FortiAnalyzer units with
software RAID, the device must be shutdown prior to exchanging the hard disk. 

Reference: https://community.fortinet.com/t5/FortiAnalyzer/Technical-Note-How-to-swap-Hard-Disk-onFortiAnalyzer/ta-
p/194997?externalID=FD41397#:~:text=If%20a%20hard%20disk%20on,process% 20know
n%20as%20hot%20swapping 
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