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QUESTION 1

What two things should an administrator do to view Compromised Hosts on FortiAnalyzer? (Choose two.)

A. Enable web filtering in firewall policies on FortiGate devices, and make sure these logs are sent to FortiAnalyzer.

B. Make sure all endpoints are reachable by FortiAnalyzer.

C. Enable device detection on an interface on the FortiGate devices that are connected to the FortiAnalyzer device.

D. Subscribe FortiAnalyzer to FortiGuard to keep its local threat database up to date.

Correct Answer: AD

Compromised Hosts or Indicators of Compromise service (IOC) is a licensed feature.

To view Compromised Hosts, you must turn on the UTM web filter of FortiGate devices and subscribe your
FortiAnalyzer unit to FortiGuard to keep its local threat database synchronized with the FortiGuard threat database. See

Subscribing FortiAnalyzer to FortiGuard. Ref : https://docs.fortinet.com/document/fortianalyzer/6.4.0/administration-
guide/137635/viewing-compromised-hosts

QUESTION 2

Which two purposes does the auto cache setting on reports serve? (Choose two.)
A. It automatically updates the hcache when new logs arrive.

B. It provides diagnostics on report generation time.

C. It reduces the log insert lag rate.

D. It reduces report generation time.

Correct Answer: AD

Reference: https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/384416/how- auto-cache-works
https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/86926/enabling- auto-cache

QUESTION 3

An administrator fortinet, is able to view logs and perform device management tasks, such as adding and removing
registered devices. However, administrator fortinet is not able to create a mall server that can be used to send email.
What could be the problem?

A. Fortinet is assigned the Standard_ User administrator profile.

B. A trusted host is configured.

C. ADOM mode is configured with Advanced mode.

D. Fortinet is assigned the Restricted_ User administrator profile.
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Correct Answer: A

QUESTION 4

How can you configure FortiAnalyzer to permit administrator logins from only sp
A. Use static routes

B. Use administrative profiles

C. Use trusted hosts

D. Use secure protocols

Correct Answer: C

https://lwww.geekcert.com/nse5_faz-7-0.html
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ecific locations?

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/186508/trusted- hosts

QUESTION 5

Refer to the exhibit.

Insert Rate vs Receive Rate - Last 1 hour
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What does the data point at 14:55 tell you?

A. The received rate is almost at its maximum for this device
B. The sqlplugind daemon is behind in log indexing by two logs
C. Logs are being dropped

D. Raw logs are reaching FortiAnalyzer faster than they can be indexed
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Correct Answer: D
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