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QUESTION 1

Refer to the exhibit. 

Based on the settings shown in the exhibit which statement about FortiClient behavior is true? 

A. FortiClient quarantines infected files and reviews later, after scanning them. 

B. FortiClient blocks and deletes infected files after scanning them. 

C. FortiClient scans infected files when the user copies files to the Resources folder 

D. FortiClient copies infected files to the Resources folder without scanning them. 

Correct Answer: A 

 

QUESTION 2

Refer to the exhibits. 
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Based on the FortiGate Security Fabric settings shown in the exhibits, what must an administrator do on the EMS server
to successfully quarantine an endpoint. when it is detected as a compromised host (loC)? 

A. The administrator must enable remote HTTPS access to EMS. 

B. The administrator must enable FQDN on EMS. 

C. The administrator must authorize FortiGate on FortiAnalyzer. 

D. The administrator must enable SSH access to EMS. 

Correct Answer: A 

 

QUESTION 3

Refer to the exhibit. 

Based on the settings shown in the exhibit what action will FortiClient take when it detects that a user is trying to
download an infected file? 
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A. Blocks the infected files as it is downloading 

B. Quarantines the infected files and logs all access attempts 

C. Sends the infected file to FortiGuard for analysis 

D. Allows the infected file to download without scan 

Correct Answer: D 

 

QUESTION 4

Which two third-party tools can an administrator use to deploy FortiClient? (Choose two ) 

A. Microsoft SCCM 

B. Microsoft Active Directory GPO 

C. MSI Editor 

D. Microsoft Windows Installer 

Correct Answer: AB 

 

QUESTION 5

Refer to the exhibit. 
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Based on the FortiClient log details shown in the exhibit, which two statements are true? (Choose two) 

A. The file status is Quarantined 

B. The file location is \??\D: \Users 

C. The filename IS Unconfirmed 399290-crdownload. 

D. The filename is sent to FortiSandbox for further inspection. 

Correct Answer: AC 
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