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QUESTION 1

Refer to the exhibit.

= AntiVirus Protection K

= e ITINES

acan files a5 they are downloaded or copked to my System
Drynamic threat detection using threat mtelligence data
Block malicious websites

Block known attack communication channels

. .
= LehEauled Scan

Scheduls Typa Maorthly »

Scan On 1 »
Start{HHMM] (19 + |30
Scan Type Full Scan  *

Disable Scheduled Scan
Add/remove files or folders to exclude from scanning
=  C\Desitop\Resources)

Based on the settings shown in the exhibit which statement about FortiClient behavior is true?
A. FortiClient quarantines infected files and reviews later, after scanning them.

B. FortiClient blocks and deletes infected files after scanning them.

C. FortiClient scans infected files when the user copies files to the Resources folder

D. FortiClient copies infected files to the Resources folder without scanning them.

Correct Answer: A

QUESTION 2

Refer to the exhibits.
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Security Fabric Settings

@ FortiGate Telemetry

Security Fabric role Serve as Fabric Root QLIGESAS-AE1lils
Fabric name Fabric
Togeigy & FGVMO010000052731 (Fabric Root)
Allow other FortiGates to join €@ | ™ port3 b

| +
Pre-authorized FortiGates None & Edit

SAML Single Sign-On © »
Management IP/FQDN © Specify

Management Port Specify

FortiAnalyzer Logging
IP address |__1{}[_}1i50 '
Test Connectivity

Logging to ADOM root

Storage usage - 144.55 MiB/ 50.00GiB

Analytics usage 5 91.02MiB/35.00GiB

(Number of days stored: 55/60)
Archive usage : 53.53MiB/15.00GiB

(Number of days stored: 54/365)

Upload option @ Every Minute | Every 5 Minute:

SSL encrypt log transmission
Allow access to FortiGate REST API

Verify FortiAnalyzer certificate (% FAZ-VMTM19008187

@ FortiClient Endpoint Management System (EMS)

IP/Domain Name EGI 100

Serial Number | FCTEMS0000100991

Admin User | admin

Name f@ﬁﬁewer |

Password sssssnee Change

[+
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Hosinarms EMESnrver

Listan on P i 11080 ¥ “
Lss FODMN

FODON TS

Ramats HTTPS accass

5L omThicate Mo cantficole smporiad +

Based on the FortiGate Security Fabric settings shown in the exhibits, what must an administrator do on the EMS server
to successfully quarantine an endpoint. when it is detected as a compromised host (IoC)?

A. The administrator must enable remote HTTPS access to EMS.
B. The administrator must enable FQDN on EMS.

C. The administrator must authorize FortiGate on FortiAnalyzer.
D. The administrator must enable SSH access to EMS.

Correct Answer: A

QUESTION 3

Refer to the exhibit.

@ AntiVirus Protection
o H LHT)E o | 3

Realtime Protection: OFF
Dynamic Threat Detection: T
Block malicious websites: 1M

Threats Detected
Scan Schadule VWeskhy Scan at 19-30 on Sunday
Last Scan aid3rda1e

Based on the settings shown in the exhibit what action will FortiClient take when it detects that a user is trying to
download an infected file?
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A. Blocks the infected files as it is downloading

B. Quarantines the infected files and logs all access attempts
C. Sends the infected file to FortiGuard for analysis

D. Allows the infected file to download without scan

Correct Answer: D

QUESTION 4

Which two third-party tools can an administrator use to deploy FortiClient? (Choose two )
A. Microsoft SCCM

B. Microsoft Active Directory GPO

C. MSI Editor

D. Microsoft Windows Installer

Correct Answer:. AB

QUESTION 5

Refer to the exhibit.
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Filename Unconfirmed 877290 .crdownload
Original Location VINECA\Users
Date Quarantined
Submitted Not Submitted
Status Charanbined
Wirus Mame EICAR_TEST_FILE
Quarantimed File Name QuarantFile2cf63303_2172
Log File Locatian
Quarantined By Realtime Protachion

Based on the FortiClient log details shown in the exhibit, which two statements are true? (Choose two)
A. The file status is Quarantined

B. The file location is \??\D: \Users

C. The filename IS Unconfirmed 399290-crdownload.

D. The filename is sent to FortiSandbox for further inspection.

Correct Answer: AC
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