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QUESTION 1

An administrator installs FortiClient on Windows Server. What is the default behavior of real-time protection control?
A. Real-time protection must update AV signature database

B. Real-time protection sends malicious files to FortiSandbox when the file is not detected locally

C. Real-time protection is disabled

D. Real-time protection must update the signature database from FortiSandbox

Correct Answer: C

QUESTION 2
A new chrome book is connected in a school\\'s network.

Which component can the EMS administrator use to manage the FortiClient web filter extension installed on the Google
Chromebook endpoint?

A. FortiClient site categories

B. FortiClient customer URL list
C. FortiClient web filter extension
D. FortiClient EMS

Correct Answer: C

QUESTION 3

Refer to the exhibit.
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xx/xx/20xx 9:05:85 AM  Notice Firewall date=28xx-xx-xx time=09:05:04 logver=2 type=traffic level=-notice sessionid=34252360
hostname=Win-Internal uld=C7F38281D3EBAFOSAT7EIBADG20208DY devid=F(TB@E3611939390 fgtserial=-FGVMA10000042532 regip=N/A

srcname=f irefox.exe srcproduct=Firefox srcip=10.8.1.18 srcport=62481 direction=outbound destinationip=199.59.148.82 remotename=N/A
destinationport=80 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Twitter vd=root fctver=5.4.0.0788 os="Microsoft Windows Server 2012 R2 Standard Edition, 64-bit (build 9600)™
usingpolicy="default” service=http

|
w3 /20xx 9:05:54 AM  Notice Firewall date=20xx-xx-xx time=09:05:53 logver=2 type=traffic level=notice sessionid=34252360
hostname=Win-Internal uid=C7F382B1D3EB4FO5AT7EIBADG202BBDY devid=FCTBOE3611939398 fgtserial=-FGVMB10800042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=18.8.1.10 srcport=62425 direction=outbound destinationip=184.25.62.28 remotename=N/A
destinationport=443 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked
utmevent=appfirewall threat=Proxy.Websites vd=root fctver=5.4.0.0788 os="Microsoft Windows Server 2012 R2 Standard Edition, 64-bit
(build 968@)" usingpolicy="default"” service=https

Xx/xxf20xx 9:28:23 AM Notice Firewall date=20xx-xx-xx time=09:28:22 logver=2 type=traffic level=notice sessionid-26453064
hostname=Win-Internal uld=C7F382B1D3EB4AF@5A77EIBADG202BBDT devid=-FC(TBBE3611939398 fgtserial-FGVMB10800042532 regip=N/A
srcname=firefox.exe srcproduct=Firefox srcip=10.8.1.10 srcport=62759 direction=outbound destinationip=2088.71.44.31 remotename=N/A
destinationport=82 user=Administrator@TRAININGAD.TRAINING.LAB proto=6 rcvdbyte=N/A sentbyte=N/A utmaction=blocked utmevent=appfirewall
threat=Yahoo.Games vd=root fctver=5.4.0.0780 os="Microsoft Windows Server 2012 R2 Standard Edition, 64-bit (build 9608)"
usingpolicy="default” service=http

Based on the FortiClient logs shown in the exhibit, which software application is blocked by the application firewall?
A. Twitter

B. Facebook

C. Internet Explorer

D. Firefox

Correct Answer: D

QUESTION 4

Refer to the exhibit.

Log - Deployment

Nam# Assigned Groups Deployment Package Scheduled Upgrade Time  Priority Enabled
Deployment-1 03" Al Groups £ First-Time-instaliation I
Deployment-2 [2 All Groups £ To-Upgraos ;

[ rainingAD Training tab

Which shows FortiClient EMS deployment profiles.

When an administrator creates a deployment profile on FortiClient EMS, which statement about the deployment profile
is true?

A. Deployment-1 will install FortiClient on new AD group endpoints
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B. Deployment-2 will install FortiClient on both the AD group and workgroup
C. Deployment-2 will upgrade FortiClient on both the AD group and workgroup
D. Deployment-1 will upgrade FortiClient only on the workgroup

Correct Answer: B

QUESTION 5

Refer to the exhibit.

Log - Policy

Debug Conflg ‘“scan on registration' is disabled - delete 'on reglistration’' wvulnerability scan.
Debug Config IsportConfig: tag <\forticlient_configuration\antiexploit\exclusion_aspplications> value is empty.

1:40:39 PM Information Vulnerability 1d=96521 msg="A vulnerability scan result has been logged™ statussN/A vulncat="Operating
1:48:39 PM Information Vulnerability 1d-96520 msg="The vulnerability scan status has changed” status-"scanning finished™ vulnc
1:41:38 PM Information ESMAC  id=96958 user=Admin msg="User soclal media information® social_srvc=os social_user=Admin

2:12:22 PM Information Config id=96882 msg="Policy ‘Default’ was received and applied”

2:13:27 PH Information ESNAC  1d-96958 user=Admin msg="User social media information™ soclal_srvc=os soclal_user=Admin

2:14:32 PM Information ESNAC  1d=96959 emshostname=WIN-EHVKBEA3S7]1 msg="Endpoint has AV whitelist engine version 6.00134 and si
2:14:54 PM Information Config 1d-96882 msg-"Policy ‘Default’ was received and applied”

2:16:01 PM Information ESNAC  1d=96958 user=Admin msg="User social media information” social_srvc=os social_user=Admin

2:20:19 PM Information Config 1d=96883 msg="Compliance rules “default’ were received and applied”

2:20:23 PM Debug ESNAC  PIPEMSG_CMD_ESNAC_STATUS_RELOAD CONFIG

2:20:23 PN Debug ESNAC  cbB2B898d1ae56916FB4ccT99%lebla

2:20:23 PM Debug ESMAC Before Reload Config

2:20:23 PM Debug ESNAC ReloadConfig

2:20:23 PH Debug  Scheduler stop_task() called

2:20:23 PH Debug  Scheduler GUL change event

2:28:23 PN Debug  Scheduler stop_task() called

2:20:23 PM Information Config 1d«96882 msge="Policy ‘Fortinet-Training' was received and applied™

2:20:23 PH

2:20:23 PM

Based on the FortiClient logs shown in the exhibit which endpoint profile policy is currently applied to the FortiClient
endpoint from the EMS server?

A. Default

B. Compliance rules default
C. Fortinet- Training

D. Default configuration policy

Correct Answer: C
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