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QUESTION 1

Which two statements are true about ZTNA? (Choose two.)
A. ZTNA provides role-based access

B. ZTNA manages access for remote users only

C. ZTNA manages access through the client only

D. ZTNA provides a security posture check

Correct Answer: AD

QUESTION 2

Refer to the exhibit.

0 Info Deployment Senvice Host WIN-EHVKBEAISTT entered geployment state 230 (Install emor- 1 ime since 2015-05-
O Ermor Deployment Service Falled 1o nstall FornChient on foriilaD netiWiN -'_-:ME:'-I.':A'AS."- Emor ¢ 1 time since 2015905-
D info Deployment Service Failed 1o invazad] FortsClent cn fortilalonet WIN-EHVKREATSTI. Errod code= 30 (Failed 1o conmnect 1o the remate Lesk wen
O info Deployment Sevice Deploying FomChent 10 fortilab nefWIN-EHVHBEAISTY 1 rme since 201 5-05-
B info Deployment Service There are 9 bcenses available and 1 devices pending instalation Serv 1 ime since 201 5-05-
6 info Deployment Semvice Host WIN-EHVKBEAIST1 enlered deployment state 70 (Pending depl 1 ame since 2015-05-
0 Info Deployment Serice Host WIN-EHVKBEAJIST 1 entered deployment state 50 (Probed) 1 fime since 201905
O Installer FortiChient- No Connections O Mo Events

&t Profile Forlinet-Trai

&' Gateway List Comp

Based on the logs shown in the exhibit, why did FortiClient EMS fail to install FortiClient on the endpoint?
A. The remote registry service is not running

B. The Windows installer service is not running

C. The task scheduler service is not running.

D. The FortiClient antivirus service is not running

Correct Answer: C

QUESTION 3
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Refer to the exhibit.

@ AntiVirus Protection
e ey ¥

Realtime Protection: OFF
Dynamic Threat Detection OFF
Block malicious websites: g

Threats Detected
Scan Schedule Veeakly Scan at 19-30 on Sunday
Last Scan &1 237019

Based on the settings shown in the exhibit what action will FortiClient take when it detects that a user is trying to
download an infected file?

A. Blocks the infected files as it is downloading

B. Quarantines the infected files and logs all access attempts
C. Sends the infected file to FortiGuard for analysis

D. Allows the infected file to download without scan

Correct Answer: D

QUESTION 4

When site categories are disabled in FortiClient webfilter and antivirus (malicious websites), which feature can be used
to protect the endpoint from malicious web access?

A. Real-time protection list

B. Block malicious websites on antivirus
C. FortiSandbox URL list

D. Web exclusion list

Correct Answer: D
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QUESTION 5

What does FortiClient do as a fabric agent? (Choose two.)
A. Provides IOC verdicts

B. Automates Responses

C. Creates dynamic policies

D. Provides application inventory

Correct Answer: CD

FortiClient, as a fabric agent, does not provide IOC verdicts. The role of providing IOC (Indicators of Compromise)
verdicts is typically performed by other security solutions or systems that specialize in threat detection and analysis.

Similarly, FortiClient, as a fabric agent, does not have the capability to automate responses. While FortiClient can trigger
alerts or notifications based on security events, the automation of responses typically requires integration with a Security
Orchestration, Automation, and Response (SOAR) platform or similar systems.
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