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QUESTION 1

An administrator is required to maintain a software inventory on the endpoints. without showing the feature on the
FortiClient dashboard What must the administrator do to achieve this requirement? 

A. The administrator must use default endpoint profile 

B. The administrator must not select the vulnerability scan feature in the deployment package. 

C. The administrator must select the vulnerability scan feature in the deployment package, but disable the feature on the
endpoint profile 

D. The administrator must click the hide icon on the vulnerability scan tab 

Correct Answer: D 

 

QUESTION 2

Which two statements are true about the ZTNA rule? (Choose two. ) 

A. It enforces access control 

B. It redirects the client request to the access proxy 

C. It defines the access proxy 

D. It applies security profiles to protect traffic 

Correct Answer: AD 

"A ZTNA rule is a proxy policy used to enforce access control. ZTNA tags or tag groups can be defined to enforce zero
trust role based access. Security profiles can be configured to protect this traffic." 

"ZTNA rules help control access by defining users and ZTNA tags to perform user authentication and security posture
checks. And just like firewall policies, you can control the source and destination addresses, and apply appropriate
security 

profiles to scan the traffic." 

https://docs.fortinet.com/document/fortigate/7.0.0/ztna-deployment/899992/configuring-ztna-rules-to-control-access 

 

QUESTION 3

Which statement about FortiClient comprehensive endpoint protection is true? 

A. It helps to safeguard systems from email spam 

B. It helps to safeguard systems from data loss. 

C. It helps to safeguard systems from DDoS. 
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D. lt helps to safeguard systems from advanced security threats, such as malware. 

Correct Answer: D 

FortiClient provides comprehensive endpoint protection for your Windows- based, Mac-based, and Linuxbased
desktops, laptops, file servers, and mobile devices such as iOS and Android. It helps you to safeguard your systems
with advanced security technologies, all of which you can manage from a single management console. 

 

QUESTION 4

Which three types of antivirus scans are available on FortiClient? (Choose three ) 

A. Proxy scan 

B. Full scan 

C. Custom scan 

D. Flow scan 

E. Quick scan 

Correct Answer: BCE 

 

QUESTION 5

Refer to the exhibit. 
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Which shows the output of the ZTNA traffic log on FortiGate. What can you conclude from the log message? 

A. The remote user connection does not match the explicit proxy policy. 

B. The remote user connection does not match the ZTNA server configuration. 

C. The remote user connection does not match the ZTNA rule configuration. 

D. The remote user connection does not match the ZTNA firewall policy 

Correct Answer: B 

API gateway cannot be matched or real servers cannot be reached 
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