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QUESTION 1

Which two capabilities does FortiAuthenticator offer when acting as a self-signed or local CA? (Choose two)
A. Validating other CA CRLs using OSCP

B. Importing other CA certificates and CRLs

C. Merging local and remote CRLs using SCEP

D. Creating, signing, and revoking of X.509 certificates

Correct Answer: BD

QUESTION 2

When you are setting up two FortiAuthenticator devices in active-passive HA, which HA role must you select on the
masterFortiAuthenticator?

A. Active-passive master
B. Standalone master

C. Cluster member

D. Load balancing master

Correct Answer: C

QUESTION 3

Which network configuration is required when deploying FortiAuthenticator for portal services?

A. FortiAuthenticator must have the REST API access enable on portl

B. One of the DNS servers must be a FortiGuard DNS server

C. Fortigate must be setup as default gateway for FortiAuthenticator

D. Policies must have specific ports open between FortiAuthenticator and the authentication clients

Correct Answer: D

QUESTION 4
Which option correctly describes an SP-initiated SSO SAML packet flow for a host without a SAML assertion?

A. Service provider contacts idendity provider, idendity provider validates principal for service provider, service provider
establishes communication with principal
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B. Principal contacts idendity provider and is redirected to serviceprovider, principal establishes connection with service
provider, service provider validates authentication with identify provider

C. Principal contacts service provider, service provider redirects principal to idendity provider, after succesfull
authentication identify provider redirects principal to service provider

D. Principal contacts idendity provider and authenticates, identity provider relays principal to service provider after valid
authentication

Correct Answer: C

QUESTION 5

Which of the following is an QATH-based standart to generate event-based, one-time password tokens?
A. OLTP

B. SOTP

C. HOTP

D. TOTP

Correct Answer: C
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