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QUESTION 1

Examine the message column of a log cross search result of an inbound email shown in the exhibit; then answer the
question below 

Based on logs, which of the following statements are true? (Choose two.) 

A. The FortiMail is experiencing issues delivering the email to the back-end mail server 

B. The logs were generated by a server mode FortiMail 

C. The logs were generated by a gateway or transparent mode FortiMail 

D. The FortiMail is experiencing issues accepting the connection from the remote sender 

Correct Answer: BD 

 

QUESTION 2

Examine the FortiMail DLP scan rule shown in the exhibit; then answer the question below. 
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Which of the following statements is true regarding this configuration? (Choose two.) 

A. An email message containing the words "Credit Card" in the subject will trigger this scan rule 

B. If an email is sent from sales@internal.lab the action will be applied without matching any conditions 

C. An email message containing credit card numbers in the body will trigger this scan rule 

D. An email must contain credit card numbers in the body, attachment, and subject to trigger this scan rule 

Correct Answer: AC 

 

QUESTION 3

Examine the FortiMail topology and IP-based policy shown in the exhibit; then answer the question below. 
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An administrator has enabled the sender reputation feature in the Example_Session profile on FML-1. After a few hours,
the deferred queue on the Mail Server started filing up with undeliverable email. What changes should the administrator
make to fix this issue? (Choose two.) 

A. Clear the sender reputation database using the CLI 

B. Create an outbound recipient policy to bypass outbound email from session profile inspections 

C. Disable the exclusive flag in IP policy ID 1 

D. Apply a session profile with sender reputation disabled on a separate IP policy for outbound sessions 

Correct Answer: BC 

 

QUESTION 4

Examine the FortiMail IBE service configuration shown in the exhibit; then answer the question below. 
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Which of the following statements describes the User inactivity expiry time of 90 days? 

A. First time IBE users must register to access their email within 90 days of receiving the notification email message 

B. After initial registration, IBE users can access the secure portal without authenticating again for 90 days 

C. Registered IBE users have 90 days from the time they receive a notification email message to access their IBE
email 

D. IBE user accounts will expire after 90 days of inactivity, and must register again to access new IBE email message 

Correct Answer: D 

 

QUESTION 5

A FortiMail is configured with the protected domain "example.com". For this FortiMail, which of the following envelope
addresses are considered incoming? (Choose two.) 

A. MAIL FROM: training@external.org RCPT TO: students@external.org 

B. MAIL FROM: support@example.com PCPT TO: marketing@example.com 

C. MAIL FROM: mis@hosted.net RCPT TO: noc@example.com 

D. MAIL FROM: accounts@example.com RCPT TO: sales@external.org 

Correct Answer: BD 
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